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MnaBa 1. Mepbl NpegoCcTOPOXHOCTU
MNMepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAMMO NOMHUTbL HUXKecneayoLlee.
[aHHbIN NPoAYKT yaoBneTBopsieT BceM TpeboBaHnAM 6e30nacHOCTH, OAHaKo, Kak 1 nobown
aneKTpoanGOp, B Cllydae HenpaBuiibHOINo MUCNosib30BaHUA MOXET Bbl3BaTb MOXap, 4YTO, B CBOKO
oyepenb, MOXET MOBMeYb 3a coOOM cepbe3Hble nocrneAcTeus. Bo mnsbexaHume Hec4acTHbIX

cnyyaeB 065i3aTeNnbHO U3yUYMTe UHCTPYKLMIO!

BHUMAHMUE!
Mcnonb3ynTe TOMbKO COBMECTUMbIE YCTPOMCTBA. OKCMfyaTaumsi YCTPOMCTB, He 0J06peHHbIX

npousBoauTenem, HegonycTimMa.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTauuu!
Ns3berante AOnNuTENbHOrO WCNONb30BaHWS WM XpaHeHuss TepmuHana poctyna B
HebnaronpuATHbLIX YCNOBUAX:

e [lpy CNULIKOM BbICOKMX MUITM HU3KMX TeMnepaTypax.

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKKe HaxoXxaeHus Nobrm3oCcT OTONUTENBbHLIX N 000rpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtponcteamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

o Henonycmma yCTaHOBKa TepMuHana Aoctyna B Mectax C CUINbHOM BI/I6paL|,VIeI7I.

BHUMAHUE!

B cnyyae HencnpaBHOCTM TEpMUHANa 4OCTyNa CBAXUTECH C cepBUCHbIM LieHTpoM OO0 «HIIM «beapay.

B cny4ae HekoppeKTHOM paboTbl TepMuHana aocrtyna:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOIO 3anaxa.
e [lpu nonagaHum BoAbl UM NOCTOPOHHNX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn TepMMHana AO0CTyna unn nospexgeHnn kopnyca:

BbinonHuTe cnepylowmne AeMcTBUN:

e Ortkntounte TepMuHan AocTyna OT UCTOYHMKA MUTaAHUS U OTCOeAMHUTE BCE OCTarnbHble
nposoja.

o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MOJKeTe HauTu Ha canTe http://www.beward.ru/.
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TpaHcnopTupoBKa
Mpn TpaHcnopTMpoBKe nonoxuTe TepmuHan AOCTyna B YMNakoBKY MPOU3BOAUTENS WU

nobow gpyron matepuan CoOOTBETCTBYIOLLErO Ka4ecTBa U yaapornpoYHOCTH.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM Criyvae He BNOKMPYNTE LMPKYNsLUMO BO3gyxa BOKPYr

TepmuHana goctyna!l

Yuctka

[Ona npoTupaHust BHELLUHMX MOBEPXHOCTEN WCMONb3yNTe MArKyl0 Cyxyto TkaHb. [ns
TPYAHOBbLIBOAMMbBIX NATEH HaHecUTe Ha candeTky Hebonbloe KONMMYeCcTBO YNCTALLEro CpeacTBa,
nocre Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyme pactBOpUTENN, TakMe Kak cnuptocoaepxawme cpeactea, 6eH3mH

n gpyrue, Tak Kak OHM MOryT noBpennTtb KOpnyCc TepMunHarna gocrtyna.
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MnaBa 2. Hayano pa6oTbl

2.1. ABTOopMu3auus
War 1: and Hadana pa6OTbI noaKknw4uTe yCTpOIZCTBO COornacHo ykasaHu, npneeeHHOMY B

cxeme NoakntodeHns obopyagoBaHusa Ha canTte http://www.beward.ru/.

LWar 2: 3anyctute 6paysep, B agpecHon CTpoke BBeauTe 3anpoc Buga: http://<IP>:<PORT>,

roe <IP> - IP-agpec yctponctea, <PORT> - HTTP-nopT ycTponcTsa.

NMPUMEYAHUE!
IP-agpec TepmunHana no ymonyaHmio — 192.168.0.99, HTTP-nopT no ymonyauuio — 80 n B 3anpoce He

YKa3blBaeTCA.

Ecnu 3HaveHusa BepHble, Bl yBnanTe OKHO aBToOpMn3aunn:

nonssosatens. [
napon.: [N

NornH

BEG\VARD

SAFETY & SECURITY

War 3: Beeante nmsa nonb3oBartens v naposb. [1o ymonyaHuio ncnonb3yeTcs ums
nonb3oBartend — admin, naponke No ymonyaHuo — admin. Haxxmute Bxog Anst Bxoga Ha
CTPaHULly HaCTPOEK NapaMeTpoB YCTPOMCTBA:

Mocne ycnewHon aBTopnsaumm Bl nony4nte gocTtyn K Be6-uHTepdency TepmmHana:
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BekUARD CucTeMHLIe =, HacTponku @ XKypHan am JKYPHaN

SAFETY & SECURITY HaCTPOMKU nonb3oBaTenen 3axsara npoxoaos Teepe admin Bbixos

R Y | pescum ocryra ey T

P gocryna
\v CHCTEMHLIE NapameTpLi
> Chcrswai wypran irepaan sepnibaxan (co)
> HTTP Mognmexa Mpoeepka Mackn [
Mposepxa TeMnepaTypsl
BH80 NapaMeTpsl
> BHAG0 NapaMeTp: e ®
> RTSP Wiegand kapTa O
Wiegand kapTta + auuo O
> MQTT
Wiegand kapta wav nvue O
» Mons3oBaTend MeTexums TeMnepaTtypel/Macku/TemMnepaTypui+mMackn ()
YNpaBneHie ToukoR gocTyna
YNpaBneHie Toukoil 4ocTyna | Wiegand Bulof = Pene v
MpogonkTensiocrs e
Nopsgox uTeHna cumsonos | Liltle-Endian v
—p—
[ManaseH HOMEPOE KapT Npu reHepauya |1 - h

B Beb-uHTEpdENnCce TepMmnHana cnpaBa BBEPXY pacnonaratoTCa ABe KHOMKU:

[OBepb] Mpu HaxaTUK KHOMKM NPOMCXOAMT Pa3BIOKMPOBKA PEenHOro NCMOMHUTENBHOTO

BbiIXO4a TepMUHana gocryna.
NMPUMEYAHUE!

[OucTtaHUMOHHOE OTKPbLITUE OBEPU BO3MOXHO TOSbKO, €CIM B pasfene pexumbl 4OCTyNna
YCTaHOBMNEHO OAHO M3 ABYX 3Ha4YeH napameTpa Pexxum poctyna: YaanéHHoe OTKpbITUE Unu
INnuol/ypanéHHoe oTKpbITUE

[BleO,q] I'Ipvl HaXXaTun KHOMKU TepMUHan AoCTyna 3anpawmBaeT noarsepXxneHmne Bbixoaa

n3 Beb nHTepdenca yCTpomcTaa C NOMOLLILIO BCMIbIBAOLLEro OKHA:

MoaTeepauTe AelicTBme Ha CTpaHuue 192.168.54.245

Mocne noaTeepxaeHns Bbixoda, Bul nepeigéte B OKHO aBTOpU3aLni.

-

XOTUTE BbIATK?
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MnaBa 3. CucteMHble napamMeTpbl

3.1. Pexxumbl goctyna

CTpaHVILl,a HaCTpOIZKVI pexnMmoB O0CTYyNa npeacraBrieHa HWXe:

BEG\VARD CucTtemHble B HacTtpoiiku @ XypHan

AOGET T CEEIRT HacTpOWKH nonb3oBaTenen 3axBearta

={.> CHCTEMHbIE NapameTph PexUuMbl goctyna YBeaoMneHUA CeTb Nata U BpeMA NapaMe
PexuM goctyna | Mo nnwy v|
s CUCTEMHEIE MApaMETPLI
Mopor naeHTudnKaLmm | an v|

% CWCTeMHLIR #ypHan

MHTepean eepuhmKkaumm (cex) |3 V|

% HTTP Mognucea NpoBepka Mackd [

Mpoeepxa TeMnepaTypsl
» Buaeo napameTpsl

Nvue @

» RTSP Wiegand kapta O
Wiegand kapTta + nuue (O

> mart Wiegand kapTa wam nkue (O
% Monk3osatend NeTekums TEMNEPATYPEl/MACKK,/ TEMNEPATYPEI+MACKH ()

YrpaeneHMe TOUKOA GoCTyna

YnpasneHue TOYKOW JOCTyna |Wiegand EblXog + Pene v|

COCTOAHME BuIX0Aa |HDDMaJ‘IbHD-DTKphIThIFI v|

MNpogon¥uTENEHOCTE |2[]0 |MC.
MopAQOK UTEHWA CMMBOJIOE | Little-Endian V|
CHCTEME CUMCNEHWA | DEC v|
‘Wiegand npoTokon | 34 Guta V|

HoMep kapTsl ofilero gocTyna |1 |

AdwWanazoH HOMEpPOE KapT NPy reHepaugym |1 |— |1 |

COXpaHMTL

[Pexum gocTtyna] :

1. Mo nuuy (no-ymonyaHuio). [JaHHbIA pexxnum Ncnonb3yeTcs ANa opraHm3aumm gocTyna
nocpeacTBOM yKkasaHHbIX HUxe kputepues (Jluuo, Kapta, Temnepatypa, Macka).

2. YpanéHHoe oTKpbITMEe. [JaHHbIA pPeXUM MCNoNb3yeTca AN yaanéHHoro ynpasrneHnust TOYKon
poctyna. igeHTndukaums nocpeacTBOM BblOpaHHbIX HUXE KpuTepues AocTyna He byaeT
NPUBOAMUTL K OTKPbIBAHUIO ABEPU, HO NPW 3TOM ByaAeT NnpoucxoauTb 3anucu cobbiTus B
XypHan 3axsarTa.

3. Jlvuo/ypanéHHoe oTKpbiTe. [laHHbIN peXxuM paspeLuaeT Kak yaanéHHoe ynpasreHue
TOYKOW AOCTyNa, Tak 1 ynpasneHve OCTYNoM NOCPeACTBOM naeHTudmukaumm yepes
BblOpaHHbIE HUXKE KpUTEepun aocTyna.

[Mopor naentTudmkauumn] (no-ymonuanuio: 90). Mopor naeHTUUKaLMUM Npu
pacnosHaBaHuu nuua. AnropuTMm 3axsaTtbiBaeT NMLO YernoBeka 1 BbINOMHSET ero cpaBHeHne ¢ 6ason
AaHHbIX. Korga sHaveHne coBnageHuns 6orblue yCTaHOBNEHHOro nopora, BbINOMHAETCS yeneLHas

M,D,eHTVIq)MKaLI,VIFI. YBenuvyeHne aHHoro napamMeTpa MOXeT NpneBoanTb K BOSHMKHOBEHUIO OLUNGKM
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BTOPOro poAaa. YMeHbLUEeHNe AaHHOro napaMmeTpa MOXeT NpMBOAUTb K BO3HUKHOBEHMWIO OLLMOKM
nepBoro poaa.

[UnuTepBan Bepudmkauum (cek)] (no-ymonuanuio: 3). MHTepsan mexay noBTOPHOM
naeHTudukaumen nuua B Kagpe.

[Mpoeepka mackn] [ononHuTenbHbIN NPpU3HaK BepUdMKaLMU: NPOBEpKa Hanmuus
MeaMLMHCKON Mackun Ha nuue. MNpu opraHnsaumm npoxoga no Hanuymio Mackv He NPonCxXoauT
naeHTndmrkaums, Ho hMKCMpyeTcs 3anmch B XXypHane NpoOxXOAoB U XXypHane 3axsarta.

[MNposepka Temnepatypbi] (No-ymonyaHuio). [JlononHUTEnNbHbIN NPpU3HaK BepudukaLmm:
npoBepka Temnepartypbl YenoBeka B paMkax 3aaHHOM HOPMbI (TONMbLKO Ans TePpMUHANoB C
onpeaeneHnem Temnepartypbil). [py opraHMsauumn npoxoaa no NpPoBepKe TemnepaTypbl HE
nNponcxoauT naeHTUduKaums, Ho oMKCMpyeTcs 3anuchb B XXypHane NpoxonoB M XXypHare 3axeaTa.

[NMuuo] (no-ymonuanuio). MoeHTudmkaums nocpeacTBOM pacno3HaBaHuUa nvua Yernoseka
n3 6asbl yctponcTea. Ecnn nuuo yenoBeka HaxoauTcst B 6enom cnucke, npoxod 6yaeTt paspeLuéH.

[Wiegand kapTa)] WaoeHTudmkaums nocpeacTsoM npuKnaabiBaHNs KapTbl K NOAKNIOYEHHOMY
K ycTponcTBy Wiegand-cuntbiBatento. Ecnn Homep npuknagbiBaemMon KapTbl MPUHAANEXUT YeroBeKyY
13 6asbl yCTPOUCTBA, NPOoXoa OyaeT pas3peLuéH.

[Wiegand kapTa + nuuo)] [syxdakropHas uaeHTuduKaums no npusHakam wiegand kapra
W nuuo. Ecnn nuuo yenoBeka HaxoauTcsa B 6enom cnvcke, 1 HoMep npuknagbiBaeMon KapThbl
NpUHagANeXnT 3TOMy-Xe YyenoBeky B 6ase yCTponcTBa, Nnpoxoa byaeT paspeLuéH.

[Wiegand kapTa unu nuuo)] VaeHtudukaumsa no npusHakam wiegand kapta WA nuuo.
Ecnu nuuo Yenoseka HaxoguTcst B 6enom cnucke, nnv HoMep NpuKnagbiBaeMon KapTbl NPUHAANEXNT
yenoBeky u3 6asbl yCTPOMCTBa, Npoxon OyaeT paspeLuéH.

[Qetekuuna TemnepaTypbl/Macku/TemnepaTypbi+Mackm] (TONbKO AN TEPMUHANOB C
onpeaeneHnem Temnepartypbl). [JaHHbIN pexnm npoxoda He ABNSEeTCS CaMOCTOSATENbHbIM; OH
AOIMKeH BbiTb COBMELLEH C OOHUM UK ABYMS OOMNOMHUTENbHBIMW NPU3HakaMu Bepudmrkaunm.
ObecneunBaeT BepmduKaLmMio No NpmM3HakamMm npoBepka TemnepaTypbl, MPOBEPKa MaCKKU, NpOBEpPKa
TemnepaTtypbl /I npoBepka macku (CM. BbiLLe).

NMPUMEYAHUE!

OCHOBHbIE peXnUMbl NPOX0Aa MOryT KOMOMHMPOBATLCA C AONONHUTENbHBIMK, 06pa3ysa 19
pa3nMYHbIX BapMaHTOB KOHTPOSS JOCTYNa, UCNOfb3yst OQHOBPEMEHHO A0 4 KpuTepueB AocTyna.
Cwm. Tabnuuy Hmxe:
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Pexnmbl npoxoaa
[ononHuTenbHble NpU3HaKku
= + + [NpoBepka + [MpoBepka
lMpoBepka | TemnepaTypbl | Macku +
Macku TemnepaTtypbl
Nuuo + + +* +*
Wiegand kapTa + + +* +*
Wiegand kapTa + + + +* +*
nmuo
OcHoOBHble H
npusHakn | Wiegand kapTta vnu + + +* +*
nmuo
JeTtekumnsa / + +* +*
TemnepaTtypbl/Macku/
TemnepaTypbl+Macku

* - AOCTYMHO TONbLKO ANSi TePMUHANOB C onpeaeneHnem TemnepaTypbl.
[ YnpaBneHue Toukon goctynal :

1. Wiegand BbIxog. aHHbIN pexxum NpuMeHsIeTca Npu ynpaBnieHm TOYKOM 4oCTyna
nocpeacTBoM CTOpOHHero koHTponnepa CKY[. Npu 3ToM penenHblin BbIXO4 He 3a4eNCcTBOBaH
AN ynpaBneHnsa TOYKOM JOCTYyNa, HO MOXeT ObiTb 3a4eACTBOBaH ANsi NOAHATUS TPEBOMN Mo
BbICOKOW TemnepaType. TepMuHan noakmnovaeTcsa K CTOPoHHeMY koHTponnepy CKY[ yepes
Wiegand Bbixoa. MNpu naeHtudmkaumm Ha TepMmmHane Ha koHTponnep CKY[l otnpaBnsaetcs
KOO KapTbl, yKa3aHHbIN B KApTO4Ke YenoBeka B 6ase ycTponcTtea; koHTponnep CKY[]
NPYMWHAET peLLeHne O NpegocTaBneHny 4ocTyna.

2. PenenHbin Bbixoq. [JaHHbIN pexXumM NpUMEHAETCS Npu ynpasreHnn TOYKON OCTyna vyepes
aKTUBaLMIO penernHoro Bbixoga TepMmnHana npu ycnewwHon sepudmkaumm.

3. Wiegand Bbixoa + PenelHbin Bbixog, (No-ymonyanuto). Mpu BeIGOpe AaHHOro pexnma
KOMOMHMpPYETCA akTUBaUmMs penenHoro Beixoda 1 oTnpaska koga kapTbl yepesd Wiegand
BbIXOA.

[ AkTuBupoBaThb penenHbIN BbIXoA No BbICOKOW TeMnepaType] (Tonbko ans
TepMUHarnoB ¢ onpeaeneHuem Temnepartypsol) [aHHbi napameTp onpegendet byget nu
aKTMBUPOBATbLCH peneriHbIv BbiIX0o4 Npw NpeBbllleHUM 3a4aHHOro nopora Temneparypebi.

1. Hert (no-ymonuyaHnuio).

2. [a.
[Nopspok uteHns cumsonos] :

1. Big-Endian. O6paTHbIn NopsagoK YTEHNS CUMBOMOB.

2. Little-Endian (no-ymonyanuto). NMpsiMor NOpsiAoK YTEHUSA CUMBOJSIOB.
[ Cucrema cuncnenmnn] :

1. DEC (no-ymonuanuto). flecatepnyHasn cuctema cumcnenuns npu pabote ¢ Wiegand kogom
KapThbl.

2. HEX. lWecTHaguatepn4yHasa cuctema cumcnenuns npu paborte ¢ Wiegand kogom kapThbl.

PykoBoacTBO No akcnnyataumm TepMmHanoB goctyna Beward TFR cepuu -



[ CocTosinne Bbixoga] CocTosiHne penenHoro Beixoaa:
1. HopmanbHO-OTKpbITbIN (MO-yMonyaHuio). MNMpu akTuBauumn pene 3amblKaeTcs.
2. HopwmanbHo-3amkHyTbIN. [Mpy akTnBaummn pene pasmMmblkaeTcs.
[Wwiegand npotokonl ®opmat 3anuncu gaHHbIX Wiegand:
1. 26 6uTt (no-ymon4yaHuio).
2. 34 buTa.
3. DS. lNponpueTapHbI hopmMat 3annucu Koga KapThbl.
4. YH. lNponpueTapHbin hopmat 3annucu Koga KapThbl.
5

26 6uT (8+16). Kog kapTbl dopMupyeTcs U3 3anncu cymmbl 3HaveHun facility koa un
uID.

6. 34 6uta (8+24): facility kog + UID. Kog kapTbl oopmMmpyeTca U3 3anmucm Cymmbl
3HaueHun facility kog n UID.

7. 26 6uta (8+16 nepenaya yactamm). Ko kapTbl hopmMmpyeTcs U3 nocnenoBaTenbHOM
3anucu 3Ha4veHun facility code n UID.

8. 34 6uta (8+24 nepenaya yactamm). Koa kapTbl hopmMupyeTcs U3 nocnegoBaTenbHOM
3anucu 3Ha4veHun facility code n UID.

9. 26 6uT (T). NponpueTapHbIn hopmaT 3anncu koga KapThbl.

[Homep kapTbl o6wero goctynal (no-ymonyanuio: 1). 3HayeHne koaa, kotopoe GyaeT

oTnpaensaTbes no Wiegand BbIXO4y HAa CTOPOHHMWI KOHTPOMep A4oCTyna npu Bepudmrkauum npoxoaa
no metoay 6e3 naeHTudmKauum (Hanpumep, NPOXoAd No TemnepaTtype 6e3 pacno3HaBaHWsa Nvua).

[Onana3zoH HomepoB KapT npu reHepauum] (no-ymonyaxuio: 1-1). Mpu noGasneHun
nonb3oBartenen B 6a3y yCTponcTaa, rpynne nonb3oBaTenen MOXXHO Ha3Ha4YMTb NPUCBOEHNE
aBTOMaTMYECKN reHepupyemoro Homepa kaptbl. Homepa 6yoyT HaxoguTbCs B Mana3oHe Kak
yKa3aHo B aHHOM napamMmeTpe, 3anonHAsa 3Ha4YeHUs OT MeHbLUero K 6onbLliemy Yncny B nopsigke
pobaeneHusa nonb3oatenen B 6a3y. Npu Boibope ananasoHa 1-1 no-ymonyaHuto, Homepa KapT
OyoyT 3anonHATLCA HauMHasa ¢ 1 n 6e3 orpaHnYeHus.

[MpopomkutensHocTb] (No-ymonuanuio: 200). AnuTenbHOCTb akTUBaLMK perne
(MunNnucekyHapl).

Ona tepmuHanoB pgoctyna BEWARD cepumn TFR50 AoOCTYnHbI TakXXe HAaCTPOUKU AaTymKa
Aasepm:

Haturi geepy | HOpMAaNsEHD 3aMEHYTHIR w

JafepxKka AaTyvka asepu (cex) |0

[QaTumk aBepu] [aHHblii napameTp onpeaensieT HOpMarbHO COCTOSiHME AaTynKa ABEpu:

1. HopmanbHO-3aMKHYThIN (NO-yMon4yaHuto). NpumeHseTcs B cnyvae, ecnun aatyvk AoBepu
3aMKHYT, Koraa ABepb 3akpbiTa.

2. HopManbHo-oTKpbITbIN. [MpuMeHsieTcs B criyvae, ecrnv gaTtyvk ABepy pasoMKHYT, koraa
[ABEpPb 3aKpbITa.
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[3apepxka gaTunka aBepu (cek)1 (no-ymonuaxuio: 10). 3agepkka Hayana TPEBOXHOIO
OMOBELLIEHNSI NO HE3AKPbITOW ABEPU NOCE 3aKPbITUSA 3aMKa.

HaxmuTte kHonky [CoxpaHUTb] ANnsi BCTYNNEHUSI HACTPOEK B CUNY.

3.2. YBegomneHus

CTpaHunua HacTpoMKM yBEOOMIMEHWA W MOACKA30K JIOKanbHOMo WHTepdhenca ycTtponcTea

npencrtaBiieHa HUXe:

Be\vUARD CucrtemMHble Q HacTpoitku o XypHan

S T HaCTPOHWKMN nonb3oBatenerM == 3axpara

MpoMxOCTs |8[] v|
‘¢ CHUCTEMHBIE NApAMETDEI
3EYH YCMeWHoW seprdr=anH

> CHCTEMHEN ¥y pHan 3BYK HEYOAUHON EEpHbMKALIMK
3 HTTP Mogmcea 3BYH AMCTAaHLUMOHHOMD YIPaBNSHKMA
3BYK HM3KOW TEMNepaTypxl
» Buneo napamerpel CooflweHre yornelwHon eeprd=an 9
3 RTSP CooflWeHKe HeyaauHon seprdnKaLmK
MoxazelBaTe CO0ODWEHMA C TEMIEPaTYPOR

3 MQTT
CooDlerre 0 HeZaPErMCTPMPOBAKKOM NONEZ0BaTENE
» Monk3oEaTend He oTofpamats Kog kapTsl [
He oToBpamxate IP [

Moxazei2aTe WMa M3 Dazsl

OTobpakeHne NKUa NpH yCnewHon seprudikaimm |CHHMDKC Kameps v|

MmMa KoMnaxKM |BEWARD |

FF ©04 npM QeTexuMi HE2HAKOMOro nuua

COXpaHUTL

[FpomkocTk] (no-ymonuaHuio: 80). YcTaHOBKa rPOMKOCTY AMHaMIKA YCTPOMCTBA.

[3Byk ycnewHon Bepudpmkaumm] (no-ymonuyanuio: BknioyeH). MpourpbiBaHne NpuBeTCTBUSA
“Moxanywncra, npoxoguTe” Npu paspeLlleHnm 4octyna.

[3Byk HeyaauHon Bepudmukaumumn] (no-ymonuaruio: BkroveH). MpourpbisaHne
yBegomneHns “0octyn 3anpeLléH” npu 3anpete goctyna.

[3BYyKk AucTaHuMoOHHOro ynpaBneHus] (no-ymonuyaHuio: BKMoYeH). MNpourpbiBaHne

npuseTcTBusa “lNoxanyncra, npoxognte” npu yaanéHHoM OTKPbITUN.
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[3Byk HU3KOW TeMnepaTypbl] (MO-yMonyaHUIo: BKMOYEH) (TONLKO ANs TePMUHANOB C
onpegeneHMeM Temnepartypsbl). [NpovrpbiBaHne yeegomnenus “MNoxanyncrta, nonpobynte cHoea”
npy OMKCUPOBaHUN TeMnepaTypbl HAXE HOPMBbI.

[Coob6weHune ycnewHon sepucukaumm] (no-ymonyaHumio: BknodeHo). OTobpaxkeHune
BCMNJIbIBAOLLIErO yBEAOMIIEHNA “Pa3peLueHo” npu ycnewHom Bepmudmkaumn.

[Coo6weHne HeynauHo Bepudukaummn] (no-ymonyaHuio: BknoveHo). OTobpaxkeHune
BCNJIbIBAOLLLErO yBeJOMIEHN] “3anpeLLeHo” Npu HeygayHon naeHTudukaumu.

[Moka3biBaTb coobueHus ¢ TemnepaTypon] (no-ymonyaHuio: BkodeHo). OTobpaxeHue
BCMIbIBaOLLMX YBEAOMIIEHNI O TeMnepaType npu npoBepke Temnepartypbl (TONbKO Ans
TepMUHArNOB C onpeaeneHneM TeMmnepartypsbl).

[Coo6lieHune o HesaperncTpupoBaHHOM nosib3oBaTtene] (Mo-yMonyaHuio: BKMHOYEHO).
OTtobpaxeHune BCnbiBaloLEro ysegomMneHns “lNoctopoHHMIA” Npy NOSIBIIEHMM B Kagpe nvua, He
3aperncTpmpoBaHHoro B 6ase.

[He oto6paxaTtb kog kapTbl] (Mo-ymonyaHuio: BbIKMoHYeHo). COKpbITUE 3HAYeHUs Koaa
KapTbl Npy NOOHECEHUN KapTbl K CYNTbIBATENIO.

[He oTto6paxars IP] (no-ymonuaHuio: BeiknioveHo). CokpbiTue IP agpeca TepmuHana,
oTobpaxkaemoro Ha avcnnee yCcTponCTBa.

[MNokasbiBaTh MMA u3 6a3bl] (no-ymonuaHuio: BkMoYeHo). OTobpaxeHne MMeHU Yernoseka
Ha BCNnbIBaKOLWMX NoAckaskax npu naeHtTudmkaumm sapernctpmpoBaHHoro B 6ase Yenoseka.

[OTo6paxeHune nuua npm ycnewHon Bepucpurkaumm] BbuiGop NCTOYHMKA CHUMKA NULa
npu ycnewwHon sepndurkaumm:;

1. CHMMOK C Kamepbl.

2. 3 6a3bl (No-ymonyaHuio).

[Umsa komnanum (Tonbko ans TepmuHanos goctyna BEWARD cepum TFR80) (no-
ymonyanuio: BEWARD). Yka3saHHbIN TEKCT ByaeT oTobpakaTbCsi B HXKHEN YacTu gucnnes. 3aecb
MOXeT ObITb HAMMEeHOBaHMe OpraHn3aumm unu nbasa gpyras nHpopmauns

[OQaTtunk aBepu] (Tonbko Ans TepmuHanos goctyna BEWARD cepumn TFR50) (no-
YMOJYaHMIO: BbIKNIOYEHO). 3a4eNCcTBOBaHNE AaTynka ABEepU NS BKITHOYEHNS TPEBOXHOMO
ONOBELLEHNSA MO He3akpbITON ABepw. Ecnn aaTunk ABepu akTMBUPOBAH, U NPEeBbILLEHO BPEMS

3aiep>XKu gaTtyvymnka asepu (CM. pasgen Pexnmbl Aoctyna, napamMeTp 3agepxka garymka aBepu), To

TepMuHan GygeT UMKNMYHO BOCMPOM3BOANTL ayanocoobueHme “[Bepb He 3akpbiTa” u oTobpaxaTtb
9TOT TEKCT Ha gucnnee yCTponCTBa, Noka AaTyvK ABEpU He NpuaET B HOPManbHOE COCTOSIHME.

[FF xoa npu getekuun HesHakomoro nuua) (nNo-ymonuyaHuio: BKNoveHo). Mepeaava koga
FFFFFF (ona Wiegand-26) unn FFFFFFFF (ans Wiegand-34) yepes Wiegand BbIxoa npu geTekumm

He3HaKoMoro numua.
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Haxmunte kHonky [CoxpaHuTb] 4Ns BCTYNNEHUA HACTPOEK B CUMYy.

3.3. CeTb

CTpaHuua ceTeBbIX HAaCTPOEK YCTPOMUCTBA NPEACTaBEHa HIKE:

CUCcTeMHElIe __ HacTtpo#ku XypHan
Be\'UARD HacholTucH E a @ e

SAFETY & SECURITY nonb3oBartenen 3axBara &0 npoxof

MrA |Face1 |
» CHCTEMHLIE NapaMeTprl
ID ycTpoiicTea |1380366 |

> CHCTEMHBIN KypHan Bepcus MO [TFR80-210T1 - 1.1.11.0|

3 HTTP Mognwcka Bpema cBopky 2021-04-07/14:20:56 |

Bepcus se6 (1.0.0.3(20210209) |

» Buneo napametpel

Bef-nopT |80 |
» RTSP DHCP O
» MQTT IF anpec |192.168.G.9 || Mposepka IP

N p— Macka noaceTn [255.255.255.0

Wnws [192.168.0.1

DNS 1 [192.168.0.1

|
|
MAC [18:68:82:45:10:0e |
|
|

DNS 2 {0.0.0.0

KouTpons KoHdaukTa IP agpecoe [

* TpKM MZMEHEHWK CeTeBkblX HACTpoeK YCTpC

COXpaHuTe

[Wm#] (no-ymonuaHuio: Face1) YcTaHoBKka MMeHU yCcTponcTea, oTobpaxkaemoro B ceTu. [one
noaaepxuBaeT aHrnuickme 6ykebl U LUpPbI, a obLas anvHa He MOXeT npeBbIwaTh 63 cumBona.

[ID ycTponcTBa] OToGpakeHne 3aBOACKOrO CEPUMHbBIA HOMEpP YCTPOoUCTBa. He MoxeT ObiTb
N3MEHEH.

[Bepcusa MO] OtobpakeHne TekyLlen BepcmMm BCTPOEHHOIO NporpamMHoOro obecneyeHns
yCTPOMNCTBA.

[Bpems c6opkn] OTobpaxeHne gaTtbl U BpeMeHn cOOpKM BCTPOEHHOIO NPOrpaMMHOro
obecneyeHuns yCTpOMCTBA.

[Bepcusa Be6] OToGpaxkeHne TekyLlen Bepcum Bed nHtepderica ycTponcrea.

[Be6-nopT] (mo-ymonyanuto: 80). YctaHoska HTTP nopTta yctpowncTea.

[DHCP] (no-ymon4yaHuto: BKIHOYEHO). BkioveHmne oyHKLMM aBTOMaTUYECKOro NosyvyeHmns
CeTeBbIX HACTPOEK nHTepdenca yctponcTtaa no npotokony DHCP.

[IP appec] (no-ymonyanuto: 192.168.0.99). YctaHoska IP agpeca nHtepdelica.

[Macka noaceTun] (no-ymonyanuio: 255.255.255.0). YcTaHoBka Macku nogcetu nHtepdenca.

[LWnro3] (no-ymonyanuto: 192.168.0.1). YcTaHoBka IP agpeca mexceTeBoro Lint3a.

PykoBoacTBO No akcnnyataumm TepMmHanoB goctyna Beward TFR cepuu



[MAC] OtobpaxeHne MAC agpeca nHtepdeica.

[DNS 1] YcraHoBka DNS 1 agpeca.

[DNS 2] YcraHoBka DNS 2 agpeca.

[KoHTponb koHdnukTa IP agpecoB] (nNo-ymonyaHuio: BbIKNHOYEHO). [pn 3a0eicTBOBaHUM
AaHHOro napameTpa, B criyvyae obHapyXeHus KOH(IIMKTa aapecoB B CETU, Ha AWUCNnee yCTPOoMCTBa

Oyget oTobGpaxaTtbecsi COObLLEHNE O KOHAIMKTE.
Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNNIEHUS HACTPOEK B CUITY.

3.4. lata n Bpems

CTpaHVILl,a HaCTpOeEK AaTbl N BpeMEHU yCTpOVICTBa npeacrtaBneHa Hxe:

BE\WARD

SAFETY & SECURITY

CucremHblIe HacTpoiku XKypHan

_ XKypHan
HacTpOWKH E nonb3oBaTenen @ 3axBara S

& MpoxoaoB

=<.> CHCTEMHbIE NapaMeTpbl

Yacosoi NoAc |[GMT+D3:DU] Mockza vl
v CUCTEMHLIE NApaMeTPLl
() NTP epems
> CHCTEMHEI HypHan \Anpec cepeepa |c|ock.i5c.0rg |
% HTTP Mognucka Mopt 123 |

MHTepean odHOBNEHKMA |2 | Yacoe

Buaeo napameTpsl
» Bug pameTp ® Boyusyo

» RTSP

3 MQTT

» Moneaosatenn

BpeMa ycTpoMcTBa

HacTpoiika

|2021—04—0?;’1? :31:30

2021-04-07 17:31:30

|| [ CwHxpoHuzauWs c MK

CoXpaHuTh

[HacoBon nosc] (no-ymonyanuio: (GMT +03:00) Mocksa) ycTaHOBKa 4acoBOro nosica
YCTPOMUCTBA.

[Anpec cepBepa] (no-ymonyaHuio: clock.isc.org). YctaHoBka agpeca NTP cepsepa. Bbl
MOXeTe NPOBEpPUTb, YCTAHOBIEHO M COeAMHEHNE YCTPONCTBA C CEPBEPOM B pasaene MeHo
“OcHoBHble” ucnonb3ysa napameTp “Tect cetu”.

[MopT] (Nno-ymonyaHuio: 123). YcTaHoBka nopta coeanHeHnsa ¢ NTP cepsepom.

[MHTepBan o6HOBNEHMUA] (MO-ymMOnyaHuio: 2 Yyaca). YCTaHoBKa MHTepBana CMHXpPOHM3auum
BpemeHu ¢ NTP cepsepom.

[Bpems ycTponcTBa] OTobpaxeHune TeKyLLero BpeMeHn yCTponCTBa.

[HacTpoika] YcTaHoBKa BpEMEHU HA YCTPONCTBE BPYUHYIO.

[CunxpoHunzauumsa c MNK] (no-ymonyaHumio: BoikntoveHo). Npu ycTaHoBKe 4aHHOro napamMeTpa

BbIMOJIHAETCA edUHOBPEMEeHHaA CUHXPOHN3aLUnA BpeMeHU C NNoKaribHbIM KOMMbOTEPOM.

Haxmute kHonky [CoxpaHuTb] 4Ns NPUMEHEHWSI HACTPOWMKK B CUITY.
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3.5. MNapameTpbl 06HapyXeHus

CTpaHuLa HacTpoek NnapameTpoB OBHAPYXEHUS NULL NPEACTaBEHa HUXKE:

A CucremHble —, HacTpoikn XKypHan XKypHan
EE &E\LCE,E HacCTPONKH E nonb3oBaTenemn @ 3axBata 3 npoxonoe

MUHMMansLHOE pa3peliede Nuua (NuKc) |6?2 |(£|,Aar|a30H: 0~060)
“/ CHCTEMHBIE NApAMETDEI
HauankHas KoopauHaTa obHapy¥eHUa no ocKu X |0 |(£|,AEII'I830H: 0~060)

» CUCTEMHLIA ¥ypHan

HauyaneHas KoopavHaTa 00HapyXeHs no ool Y |0 |(£|,r18|'|830H: 0~1280)

3 HTTP Mognvcka LKpKHa 20HE! 00HAPYHEHMA |960 |(£|,AEII'I830H: 0~960)
BrICOTa 20HbI 00HApyMEHWA |1280 |(£|,AEII'IEIBOH: 0~1280)
» Buaeo napameTpel
* MUHUMANEHOE PAZPELUEHME TMUA MCNIONLSYETCR ANA DMA=TDaLMM
> RTSP
3 MQTT
BHUMAHUE!

C HacTpoiikaMm Mo-ymon4aHuio YCTPOMCTBO AeTEKTMPYET NULIO MO BCel Mnowaaun kaapa, otobpaxaeMoro
Ha aucnnee. C NomoLLlbio AaHHbIX HACTPOEK Bbl MOXeTe BblOENUTb ONpeaerieHHYH NPAMOYTofbHY A

OETEKTUPOBAHUA JTMLA TOJIbKO B Hen.

[MuHnmanbHoe paspeweHue nuua (NKKc)] (no-ymonyaxuio: 124). YctaHOBKa MUHUMANbHOIO
paspeLueHns nuua (LUMprHa B MUKCENsX) Ans pacno3HaBaHUS.

BHUMAHUE!

YBenuyeHne 3HauyeHuns napamMeTpa ﬂpVIBe,EI,éT K YMEHbLUEHNIO OaribHOCTU pacno3HaBaHUA.
PeKomer,yeTc;l yBeJM4nBaTb 3HA4YEHNE NnapamMmeTpa TOJIbKO eClin 4alibHOCTb pacno3HaBaHUA ABJIAETCA
N30bITOYHOW ana KOHerTHOVI YCTaHOBKM yCTpOVICTBa. YMeHbLIEHNE 3HAYeHUs napameTpa MOoXeT

npmBecCTU K yXyalweHUo Ka4eCcTBa pacrno3HaBaHUA. He pekomMmeHayeTca yMeHbllaTb 3Ha4YeHne napamMmeTpa.

BHUMAHUE!
Ecnu B pexxunmax npoxoga yCcTaHOBMNEH PEXUM, CBA3AHHbIN C M3MEPEHUEM TeMnepaTypbl, AaHHbINA
napameTp CTaHOBUTCS HEOOCTYMNHbLIM 4SS pefakTupoBaHus. [JanbHoCcTb 0GHapyXeHus nuua byget

3aBuceTb OT napameTpa “LUnpunHa nuua” npu namepeHum TemnepaTypbl B CUCTEMHbIX HACTPOWKaX.

[HayanbHas koopauHaTa o6HapyxeHus no ocu X] (no-ymonyaxuto: 0). YcrtaHoBka
HayanbHOW KOOPANHATbI 30HbI OBHAPYXXEHWS NMua No ropu3oHTanbHOW OCY ANCNEes YCTPOUCTBA.
[HayanbHas koopauHaTa o6HapyxeHus no ocu Y] (no-ymonyaxuio: 0). YcTtaHoBka
HayanbHOW KOOPAMHATLI 30HbI OBHAPYXXEeHWUs NMua No BepTUKanbHOW OCK AUCNIest yCTPOUCTBA.
[LUnpuHa 30HbI 06HapyxeHus] (no-ymonyaHuio: 960). YcTaHOBKa LUMPUHBLI 30HbI
obHapyxeHusa nuua.
[BbicoTa 30HbI 06HapyxeHus] (no-ymonyanuto: 1280). YcTaHoBKa BbICOTbI 30HbI
obHapyxeHusa nuua.
| NPUMEYAHUE!
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3HayeHne NapameTpoB 30H U KOOPAMHAT OOHAPYXeHNs U3MePSETCs B OTHOCUTENBHOM (YCIIOBHOM)
AnanasoHe. OTHocuTenbHOE paspelueHne ancnnes pasHo 960x1280 (LUxB) Toyek. K npumepy, yctaHoBKa

3HA4YeHWs LIMPUHbLI 30HbI 0GHapyxeHus 480 GyaeT o3HauaTb, YTO NULO YenoBeka AOMKHO 3aHUMaTb 50%

LWWPUHbI gnucnnesa yCTpOﬁCTBa Ona nsmepeHus.

HaxmuTte kHomnky [CoxpaHuTb] ANst NPUMEHEHUsI NapaMeTpoB B CUIY.

3.6. O6cnyxuBaHue

CTtpaHuua OGHOBMEHWs NPOLUMBKM YCTPOMCTBA W  MMNoOpTa/akcnopTa KoHduUrypaumm

npeacraBieHa HMxXe:

am KYPHaN

BekUARD CucTeMHble _, HacTpo#nku KypHan
CGETY . SEEIRITY HacTPOMKKH nons3oBaTernemn @ 3axeara @D NpoXoAose

> CHMCTEMHLIA #ypHan

MMNopT KoRGUrypauwKM | WMrMnopT

» HTTP Mognucka
3 Buzeo napaneTp IKCNOPT KOHOKUIypauKM | 3KCnopT |

[nsa obHoBRNeHna nporpammHoro obecneyeHnst ycTponcTea, B none O6HoBneHue NO
HaxmuTe [OBHOBREHME], 3aTeM B NOSIBUBLLEMCS OKHe BbibepuTe dhann NPOLUNBKA U HAXMUTE

[06HOBMTb]. lMocne okoH4YaHus npouenypbl Ha CTpaHuLe 3aBepLlleHnd OOHOBIEHUS NOABUTCSA

coobuieHne «O6HOBMNEHME BbIMOIHEHO YCNELLHOY.

Bribop daina ®x

O6zop

BribepuTe dharn

| OOHOBHTE |

3aKpPEITh

NMPUMEYAHUE!
Mocne ycnewHoro oGHOBEHUsI MPOrpaMMHOro o6ecneyeHunst yCTpoNCTBO aBTOMAaTUYECKU
nepesanyctutcsa. lMocne 3aBepLueHns 0GHOBMNEHUS OUNCTUTE KaLll Bpaysepa, NOAoKAUTE ABE MUHYTbI U

NOBTOPHO BOMAUTE B CUCTEMY YCTPOUCTBA.

Haxmute [MmnopT] B none UmnopTt KoHdurypaumm ans 3arpysku KoHurypaumm ycTponcTaa
N3 paHee aKcnopTupoBaHHoro carvna. B nosBuBLieMca okHe BblbepuTe bann KoHdurypauum u

HaxkmuTe [MmnopT]. Mocne okoH4YaHWs Npoueaypbl Ha CTpaHULEe 3aBepLUeHUsi OGHOBIEHUS NOSABUTCS

coobueHne «OBHOBEHNE 3aBEPLLEHOY.
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Buibepure daidn ®

Buibop dakna O6z0p

| WMrnopTt | JaKpEITh |

Haxmute [dkcnopT] B norne JKCNOPT KOHdUrypauum AnsS BbIrpy3kn KOHUrypaumm

ycTpowncTBa B chann. Pann 6yaet coxpaHeH B nanky, KOTopyto 6pay3sep ncnonb3yeT Ansi 3arpy3oK.

3.7. Copoc

CTtpaHuua cbpoca HacTpoeK YyCTPOMUCTBa NpeacTaBreHa HUXe:

CucrteMHblIe =
BGWARD HacCTPOMKU E

SAFETY & SECURITY

- CobpocuTs BCE [
\v CucTemHble napameTpb
PexwmMbl npoxogda [ Ysegomnenna [

HacTtponku 10 XKypHan
nonb3oBatenen =2 3axsara @D [poXoAq

> CucTemHbIN XypHan CeTs

Oata v BpeMA [

3 HTTP Moanvcka XypHans! axeaTta ¥ Npoxo4os [ CucTeMHbIM XypHan [
Baza nvy v xKypHan npoxoaoe [ XKypran npoxogos []
n

2 ERRCO ST [MapameTpsl asTonepesarpysku [ CucTeMHble napameTpsl []
> Ayauo Bugeo [ HTTP noanucka []
RTSP [ MQTT O

> RTSP

SIP [
> MQTT
BHuMaHue: C6DOC CeTeBbiX HACTpoeK U XypHanoe BEOET K nepesarpyske
> SIP
BHUMAHUE!

C6poc ceTeBbIX HACTPOEK M XKYpHANoB BeAET Kk nepesarpyske ycTpoiicTeal

[CopocuTb BCcé] COpoc BCeX HACTPOEK YCTPOMCTBA Ha 3aBOACKME.

[Pexumbl npoxopa] COpoc HaCcTpoeK peXxmnMoB JOCTYNa U ynpaBrneHns TOYKOM A4OoCTyna.
[CeTb] CbHpoC ceTeBLIX HACTPOEK.

[’KypHanbl 3axBaTa u npoxoaos] YaaneHune 3anucein XXypHarnoB 3axBaTta U NPpoXoa0B.

[Ba3a nuy mn xxypHan npoxogoB] OuncTka 6a3bl UL M yaaneHue 3anucen XypHana
NpOXO40B.
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[MapameTpbl aBTO Nepesarpy3ku] COpoc napameTpoB aBTO Nepesarpysku.
[Buaeo] Cbpoc napameTpoB KOOMPOBAHUSA U N306pakeHUns.

[RTSP] C6poc RTSP napameTtpos.

[SIP] Cbpoc SIP napameTpoB (Tonbko Ans TepMuHanos goctyna BEWARD cepuu TFR50).
[YBepomneHnusa] C6poc HacTpoek yBe4OMMEHWIA.

[AaTa n Bpemsa] Copoc NTP napameTpos.

[CucTemHbIN XypHan] YaaneHue 3anncen CUCTEMHOrO XypHana.

[XKypHan npoxonogB] YoaneHue 3anvcemn xXypHana npoxogoB.
[CucTtemHble napameTpbi] COpOC CUCTEMHBIX MApaMeTPOB.

[HTTP noanucka] C6poc napameTtpoB HTTP yBegomneHui.

[MQTT] Cb6poc napameTpos MQTT.

HaxmunTte kHonky [CoxpaHuTb] ANns NPUMEHEHUA NapaMeTpoB B CUTY.

3.8. OCHOBHbIe

CTpaHuua OCHOBHbIX HACTPOEK YCTPOWCTBA NpeacTaBrieHa HUXe:

Be\vUARD CucremHble E HacTpoiku P XypHan o JKYPHanN

nons3oBarenen

HacTPOHKH

SAFETY & SECURITY 3axeaTta npoxonoe

ABTOnepezarpysxka |Hmmr,u,a V|

v CuCTEMHBIE NapameTphl

BraeonoToK Ha gWcnnee | LiseTHoi V|
% CHMCTeMHBIR ypHan TecT cetw | || Tect
% HTTP Mognucka
» Bngeo napameTpel | I'Iepe3arpy3+<a|

MNpeaynpexaeHve: HaxMHUTE Ha 3TY KHOMKY yToObI nepezarpysvTe YCTPOWCTEO

» RTSP

[ABTONepesarpyska] (no-ymonyaHuto: HUKOrA4a). YCTaHOBKa AHS U Yaca BbINOSIHEHWS!
aBTOMaTUYECKON Nepesarpysku ycTporcTBa. Bo3aMOXXHO BbINOMHATL Nepesarpy3ky pa3 B HEAento,
nmbo exeaHEBHO B Hayarne BbIGpaHHOro Yaca.

[Buaeonotok Ha aucnree]

1. LiBeTHOM (no-ymMon4yaHuto). OTobpaxeHune LBETHOro N306paxeHnst Ha avcnnee
YCTPOMCTBA.
2. NHdpakpacHbin. OTobpaxeHune Y€pHO-6enoro nobpaxeHus Ha gnucnnee yCTponcTaa.

[TecTt cetun] JaHHoe none no3songaeT BBeCTH IP agpec kakoro-nnbo ycTponcTBa B CETU U
NPOBEPUTb HanuMyue CBA3N C YCTPoMCcTBOM Mo rpoTtokony ICMP. B cnydae ycnewHoro coeMHeHus ¢
YCTPOMCTBOM, Bbl MOSTy4nTE BCMbIBAKOLWEE OKHO C coobeHnem “CoeauHeHme yctaHoBneHo!” .
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[Mepe3arpy3ka] BeinonHeHne nepesarpyskn yCTporcTBa.

Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNNEHUS HACTPOEK B CUITY.

3.9. CucreMHble

CTpaHVILl,a CUCTEMHbIX HACTpOeK yCTpOIZCTBa npeacrtaBrieHa HWxXe:

CUcTeMHble __ HacTpoiku XypHan XypHan
Be\'UARD Hat:TpolTum E A @ e g

G B FEEIEG nonk3oBatenei 3axBara @D POXOAOB

Azl | Pycoran
s CHUCTEMHEIE NApaMETDE
COXpPaKATs 2anuck 0 MPOX0Aax 8 ¥ypHan [

> CMETEMHSII 3y pHan OTofpaxeHne TeMnepaTypsl | Fpagycel Lienscua v

6
> HTTP Mogrucka OTobpamaTe seicoky TeMnepatypy [

CABWI TEMNEPaTYps!

Buaeo napameTpeal o
¢ o B Mopor HKM3KoH TeMnepaTypel (35.8

% RTSP Mopor exIcoKoR TeMnepaTypsl (37.3
Lwnprea nvua (100-500 nuxcener) |350

> MarT BroumTs obHapymeHWe xreoro nvua | fa

» Monk3oearend LED noacsetka | Hukoraa

SxkpaH | OTKNHOYaTE 3KPaH NpH C v
OTKNHOUKMTE 3KpPaH NpW oTCYTCTEMKM Npoxoda |30 10-600 (cex)

Bpema TafMayTa sef (10 1-10 (MuHYT)

<] 4]
<)< <

* M3MeHeHWe A3bIKa NpUBeAET K nepesarpyske!

* Mopor ¥MEOTD NKLE Ao/mKeH GbiTs Mexay 1-100. MpoAonKUTENSHOCTE CEPUK Kagl

COXpaHnTh

[A3bIK] YcTaHOBKa cuCTEMHOrO si3blka. [JaHHbIV NnapameTp yCTaHaBnMBaeT s3blk BEO

NMHTepdenca, NokanbHOro MHTepdernca 1 A3blk roNIOCOBOro CONPOBOXAEHUSA YCTPONCTBA.

1. Pycckuit (no-ymonyanumio).
2. AHIMNACKNA.
BHUMAHUE!

VIaMeHeHMe cUCTEMHOrO s3blka NpUBEAET K nepesarpyske yctponcTaal

[CoxpaHaTb 3anucu o npoxoaax B XXypHan] (No-ymMonyaHuio: BKoYeHo) BkroyeHne
BEAEHVA 3anncen XXypHanoB nNpoxoaa v 3axeaTa.

[OTOoGpaxeHne TemnepaTypbl] YCTaHOBKA eANHNLbI U3MEPEHUS TemnepaTypbl (TONMbLKO AN
YCTPOWUCTB C U3MepeHneMm Temnepartyphbl).

1. Mpagycel Llenbcua (no-ymonyaxmio).

2. Mpagycel ®apeHrenTa.
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[OToGpaxaTb BbICOKYIO TemnepaTtypy] (No-ymonyaHuio: BKIOYEHO). BkrtoyeHne
OTOBOpaxeHMs BbICOKON (BbiLLe YCTAaHOBIEHHOIO Nopora) TemnepaTypbl Ha Aucnnee yCcTponucTea
(TOoNbKO ANA YyCTPOUCTB C U3MepeHnem TemnepaTypbil).

[CaBur TemnepaTtypbl] (no-ymonyanuio: 0.0 rpagycoB). YcTaHOBKa caBura oUKCUpyembix
3HaYeHW TemnepaTypbl B GONbLUYIO UM MEHbLLYI CTOPOHY (TONbKO ANSA YCTPOUCTB C
M3MepeHMeM TeMmnepaTypbl).

[Mopor HM3kon TemnepaTtypbl] (No-ymonyanumio: 35.8 rpagycoB) YcTaHOBKa nopora
MUWHMMarbHOM TeMnepaTypbl (TONbLKO ANA YCTPOUCTB C U3SMepeHueM temnepartypbil). [Npu
dmkcauum TemnepaTypbl HUXKE AaHHOro nopora Bepudmrkaumsa He 6ygeT nponcxoanTb. MNpn 3aToM,
Yyepes AMHaMKK yCTpomncTea, OyaeT BOCNPOU3BOAMTLCA rofiocoBoe coobueHne “MonpobynTte cHoBa”.
BHUMAHUE!

,D,J'Iﬂ O6'I:»eKTOB1 rgoe TepMuHalbl YCTAHOBIIEHbI TMpU BXOoO4ax B 34aHMe C ynuubl, U TepMUHalbl
SQKCMJ1yaTUpPyrTCA B XOJ1I0OOHOE BpeMA roga, peKoMeHOyeTCA CHWXaTb Mnopor HU3KOM TemMmnepartypbl 00

3HayYeHuUsl TeMnepaTypbl OKpY)KatoLLLero Bo3ayxa B nomelleHun +2-4 rpagyca. Hanpvmep, npu Temnepatype

OoKpyKatoLero Bosgyxa +22°C, pekomeHayeTcsi yCTaHOBUTb MOPOr H1U3KoM TemnepaTypbl +25°C.

[Mopor Bbicokon TemnepaTypbl] (Mo-ymonyanuio: 37.3 rpagycoB) YcTaHOBKa nopora
MaKkcumarnbHOM TemnepaTtypbl (TONIbKO ANA YCTPOUCTB C U3MepeHuemM Temnepartypsbl). [pu
dukcaumm TemnepaTypbl Bbille JAaHHOro nopora goctyn 6yaeT 3anpeLuéH n Yyepes guHamMuk
yCcTpourcTBa OyageT BOCNpON3BOAUTBLCS roflocoBoe cooblieHne “Beicokas TemnepaTypa, 4ocTyn
3anpewéH”. OnunoHarnksHo, Npu 3TOM MOXET cpabaTtbiBaTb pene (cM. pasgen Pexumbl goctyna,

napameTp AKTMBUPOBATL PENEnHbIN BbIXOA MO BbICOKOW TeMNepaType).

[lWnpuHa nuua (100-500 nukcenen)] (no-ymonyanuio: 350) YcTaHOBKa MUHMMANbHON
LUMPVHBI LA NS U3MepeHnsi TemnepaTtypbl (TONbKO ANSA YCTPOUCTB C U3MEPEHUEM

Temnepartypbl). [JaHHbIA NapaMeTp CRYXUT A4S UISMEHEHMST PACCTOSIHUS U3MEPEHUs TemrnepaTypbl.

NMPUMEYAHUE!

3HayeHve napameTpa usMepsieTcss B OTHOCUTENbHOM (YCNoBHOM) AuanasoHe. OTHocuTenbHoe
paspelueHne gucnnest paBHo 500 Toyek no wupuHe. K npuMepy, yCTaHOBKA 3HAYEHUS! LUMPUHBLI 30HbI
obHapyxeHusa 250 6ygeT o3HayaTb, YTO JIMLO 4esioBeka [OOMKHO 3aHMMmaTtb 50% LMpWHBLI aucrnest

yCTpOMCTBA AN U3MEepPEeHUs.

BHUMAHUE!

YMeHbLUEHNE 3HaYEHNSA JaHHOIo napameTpa I'IpI/IBED,éT K CHMXEHUK TOYHOCTU N3MEPEHUA TeMIMNepaTypbl.

[Bknrountb o6HapyxeHue xxusoro nuua] 3agencTsoBaHue anropMtMa 3awmTbl OT Npoxoaa
no coTorpadun.

1. Oa (no-ymon4yaHuio).

2. Hert.
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3. PacnucaHune. Bbibop nHtepeana BpeMeHn QHEBHOMO Anana3oHa Ans 3a4encTBoBaHWSA
anropuTtma.
[LED nopcBeTka] YcTaHoBKa pexunma BkntodeHunst LED (6enoin) nogeeetkn. LED nogceeTka

HeoGxoauma Ans pacno3HaBaHWUS NuL, NPU HEAOCTAaTOMHOM OCBELLEHUM.

1. Hukorga (no-ymon4yaHuio).
2. Pacnucanune. Beibop gHeBHOro nHtepeana BpeMeHn ans sknoveHnst LED nogceeTku.
3. Mo gaTumky. MNMpu BbIGOpe gaHHoro 3HaveHnss LED noaceeTka OygeT BkntovaTbes No

OaTYMKy OCBELLLEHHOCTH.

4. Mo nuuy. Mpu BbiIGOpe gaHHoro 3HaveHnst LED nogceeTka OygeT BkovaTbCs Npu
aeTekuun nuua.

5. Mo nuuy nnn pacnucanuio. BkntoyeHne LED noacseTku no pacnucanuio, nnbo npu
aeTekuun nuua (BHe pacnucaHus).

6. Mo nuuy nnn gatynky. Bkntoyenne LED noacseTku npu getekumm nuud, nmbo no
OaTYMKy OCBELLEHHOCTH.

[ApkocTb noaceeTkU] (No-ymonyanuio: 50). YctaHoBka mowHocT LED noacseTkw.

[SkpaH] BriGop pexnma paboTbl gnucnnesa yCcTpomucTea.

1. Bcerga BkntoyeH.

2. OTknrovaTb 3KpaH Npu OTCyTCTBUM Npoxofa (no-ymonyanuto). ducnnen 6yget
BKIIOMATLCSA NpY AeTekunn nuua B Kagpe, n byaet akTMBEH B TEYEHUM YKa3aHHOro HUXKe AnanasoHa
BPEMEHM.

[OTKNOUYMTBL 3KpaH Npu oTCyTCTBUM npoxoaa] (no-ymonyanuto: 30 cekyHa). YCTaHOBKa
BpeMeHM paboTbl 3KpaHa nocne getekunn nuua B guanasoHe 10-600 cekyHa.

[Bpemsa TanmayTta Be6] (no-ymonyanumio: 10 MUHyT). YCTaHOBKa BpeMeHM Bbixoaa 13 Beb-

nHTepdgenca yctponctaa npu 6esgenctsnm B gnanasoHe 1-10 MUHyT.

Haxmunte kHonky [CoxpaHuTb] 4Ns BCTYNNEHUSA HAaCTPOEK B CUry.
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3.10. Wi-Fi
Ctpanuua Wi-Fi HacTpoek yCcTponcTBa npegcrasneHa HuxKe (TONbKO Ans yCTpoMCcTB CO

BCTpoeHHbIM Wi-Fi mogynem).:

BeWARD CuctemHbie ., HacTpoiku Jo) XypHan am JKypHan

R eT e Srein HaCTPOWKU nonb3oBartenen 3axBara @D pOXOAOB

25 urmuerapaerpus | 00 | Gopoc | ocomure | orcrermnoe
BriirounTs
v CUCTEMHbie NapameTphbl
MapameTpe! He30nacHocTv ‘\'\'PA-PSK/WPAZ-PSK v|

> CHCTEMHI ypHan SSID [BEWARD_DEMO [

Mapons

> HTTP Mognucka
MNpvopuTeT Wi-Fi

> Bupaeo napameTpsi DHCP
3 RTSP IP agpec ‘

Macka l \
> MQTT .

Wnwoz

DNS 1 | ‘.

DNS 2 |

CoxpaHuTb

[BknrounTtb] (No-ymonyaHumio: BeiknodeHo) BknoveHne Wi-Fi ceTeBoro nHtepgeica.

[MapameTpbl 6e3onacHocTH] YcTaHoBKa TMna wndposaHms Wi-Fi cetu.

1. HeT wundgpoBaHus.

2. WPA-PSK/WPA2-PSK.

3. WPA/WPA2.

[SSID] Beog SSID (Mmenn) Wi-Fi cetn.

[Maponb] Beog naponsa Wi-Fi ceTtu.

[MpuopuTteT Wi-Fi] (no-ymonyaHuio: BblkntodeHo). Npu akTMBaunm gaHHOro napamMeTpa
YyCTPONCTBO ByAeT CTPOUTb MapLUPYT NO-YMOMYaHWIO AN BHELWHKX ccbinok no Wi-Fi ceTeBomy
NHTEpdeNncy.

[DHCP] (no-ymon4yaHuio: BbIKNIOYEHO). BrrioyeHe dyHKLUM aBToMaTUYeCcKoro nosy4yeHns
ceTeBbIX HAaCTpoek nHtepdgenca no npotokony DHCP.

[IP appec] YcTaHoBka IP agpeca nHtepdenca.

[Macka] YcrtaHoBka Macku noaceTun nHtepdenca.

[LWnro3] YcTaHoBka IP agpeca mexceTeBoro Lunto3a.

[DNS 1] YcraHoska DNS 1 agpeca.

[DNS 2] YcraHoeka DNS 2 agpeca.

NMPUMEYAHUE!
PekomeHayemoe yaaneHue yctporctea oT Wi-Fi Toukn goctyna He 6onee 10 meTpoB.
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FnaBa 4. CUCTEeMHbIN XypHan

CucteMHbI XypHan yCTpOIZCTBa NMOKa3aH HWXe:

Be\'vARD CucTeMHble -, HacTpoiiku XKypHan < KypHan
el o il HaCTPOWKK nonbaosarenedt & saxsara npoxoaos

Homep Bpema TWmn QaHHbIX OnepaTop Mpumeuarwe [lononHWTeNsHO

=2 CHCTEMHLIE NapaMeTphl HNzmeHenne

1 2020-05-26/12:12:39 admin MzMereHMe peEXMMOB Npoxoaa
napaMeTpos
2 2020-05-26/11:31:00 CEFE 2 admin H3mMeHeHWe 3BYKOBEIX NapaMeTpoB
» CHcTeMHbIe napameTpsl napaMeTpos
3 2020-05-26/11:30:55 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
v CHCTEMHBII XypHan
4 2020-05-26/11:27:43 Cuctensaa admin Bxoa 5 Beb
vHbopMauma
> HTTP MNoanucka 5 2020-05-26/11:21:57 ﬂoﬁg:ﬁs::a B admin IpYNMNoBOA MMNOPT NoNb30BaTenel
> Bieo napamerpsl 6 2020-05-26/11:21:39 ﬂus?;jce;'?e E admin FpynnoBoi WMNOPT Nonsz0BaTensai
7 2020-05-26/11:14:36 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
> RTSP L.
8 2020-05-26/11:14:22 NzmeHeHue Bamin CwcTemMHsle NapaMeTpbl No-
napaMeTpos YMONU3HAHD
> MaTtT 9 2020-05-26/11:14:22 HsmeHeHne i WsMeHeHWe napaMeTpos
napaMeTpos ofHapyxenus
3 = 5
10 2020-05-26/11:14:21 NzmeHeHue Bamin VzMeHeHre oTOCpaXeHMA pamKu
napaMeTpos Invua
11 2020-05-26/11:14:21 nvf;:’::_r";; admin 3BYKOBLIE NapaMeTpsl No-YMONYaHWD
12 2020-05-26/11:14:21 :ngaer:ee:;li\ admin PexuMbl NPpoXoaa No-yMonYaHug
13 2020-05-26/11:13:07 M%“g;::::ﬂ admin Bxod 5 Beb
14 2020-05-26/11:09:39 :ngaer:ee:;li\ admin VzMereHve pexuMoB Npoxoaa
15 2020-05-26/10:43:05 M%“g;::::ﬂ admin Bxod 5 Beb
16 2020-05-26/09:25:20 vf$;§:;ijﬂ admin Bxon & Beb
17 2020-05-26/09:24:07 nl‘f;aer::'r"niz admin OBHOBNEHWE NPOLIMBKKM
18 2020-05-26/09:04:25 vf$;§:;ijﬂ admin Bxon & Beb
Beero 18 zanuceln Tekyuwme 18 zanvced B kauano Mpegsaywas |11 v | Cneayowas MNocnenHss

CU1CTEMHbIV XXypHan COAepPXXUT HECKONbKO TUMOB AaHHbIX:

. N3meHeHMe napamMmeTpoB.

. [Jo6aBneHne B cnucok (gobaBneHne w pegakTMpoBaHue 3anucen B 6ase
nonb3oBartesnen).

. YpaneHve n3 cnucka (yganeHue 3anucen ns 6asbl nonb3oBatenen).

. CuctemHas uHdopmaums.

. OncTaHUMOHHOE OTKpbITHE.

KonoHka “lMpumevaHune” cogepknT MHAPOPMaLMO O KOHKPETHOM 3adbUKCUPOBAHHOM CODLITUN.

B npaBom HWxHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHenb HaBUraumm rno
cTpaHuue. E€é BHelLHWI BUA nokasaH Ha pUCyHKe HUXe:

Bcero 0 zanvcelt Texywue 0 zanvceld [epsas cTpadvua Mpeabaylias cTpadnia |00 v | Cheayiowas crtpadyua Nocnensas cTpaqHuua

1 2 3 4 5 6 7

MaHenb coaepXxuT crieaytoLmne aremMeHTbl:

OT1ob6paxeHune obLuero KonmyecTea 3anucen.

OT1obpaxeHue KonuyecTea 3anmcen Ha TeKyLLen CTpaHuLe.

KHonka nepexoaa Ha NepByto CTpaHuLy.

KHonka nepexoaa Ha npeablayLuyto CTpaHuLy.

MaHenb oTobGpakeHns TeKyLLen CTpaHuLe u nepexoaa Ha BblOpaHHyH0 CTpaHuly ¢
pacKpbIBAKOLLIMMCST CMUCKOM CTpaHuL.

KHonka nepexoaa Ha cneayoLyto CTpaHuLy.

7. KHonka nepexofa Ha NocnegHiow CTpaHuuy.

arwbdE

o

CucteMHbIn XypHan mmeet émkocTb 512 3anuceir. bonee crapble 3anucym aBTOMaTUYECKU

yOansoTcs.
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dunbTp XKypHana cobbiTin NO3BONSAET 3a4aTb AAaTy M BPEMS Havana M OKOHYaHWs Moucka, a
Takke BblOpaTb TMN AaHHbIX U3 yKa3aHHbIX Bbile. [Ins Bbibopa AvanasoHa AaTbl U BPEMEHN HaXMUTE
Ha WKOHKY Kanehngaps B none “Bpems Havyana” n “Bpems okOH4YaHMA”, BbIOEpPETE AEHb U YKaXnUTe

BpPEMSI, KaK NOKa3aHO Ha PUCYHKE HUXeE:
HypHan cobblTUiA

BpeMsa Hadana
2020-05-18 Q0:00:00

BpeMs OKOHYaAHWA

2020-05-18 23:59:59
LR | May 2020 (Y

Sun Mon Tue Wed Thu Fn @ Sat

1| 2
34|56 |7|8]68
10|11 |12 13 14 | 15| 16
17 19 [20 212223
24025 26 27 28 29 30
31

Time| 23 : 59 : 59 &
- Clear | Today | OK

[ns Bbibopa TnNa AaHHbIX pa3BEPHUTE HMUCMAOALLIUIA CNMCOK B none “Tun gaHHbIX .

Twn gaHHBIX

Bre

Bre
I3MEHEHKWE NapameTpos
OdodaeneHde B CIMCOK
YOaneHwe U3 CMcKa

CucTeMHan wHgopMaLmMa
OUCTaHUMOHHDE OTEPLITHE

Haxmute kHonky [Monck] Ans BbINOMHEHUS NOUCKa NO CUCTEMHOMY XypHary.
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Nmasa 5. HTTP noanucka

CTtpaHuua HacTpoek HTTP yBeaoMneHuin nokasaHa HUXe:

Be\'UARD CucTtemHble B HacTpo¥iku P XypHan o JKYPHaN

SAFETY & SECURITY HaCTPOAKK nonb3oBateneil £ 3axBara D NpoXofoB

=<.> CHUCTEMHbIE NapaMETPbI HTTP HacTpokku

Anpec cepeepa [0.0.0.0 |

% CMcTeMmHule mapameTpsl

MopT cepeepa |D |

> CHCTEMHBIA 3y pHAN Mognucka Ha o6HaPYKEHWE ML |He1' noanuCckl v|

MognKcKa Ha He3aperMCTpPUpPoEaHHBIE NUa |HETI'I0 MACEKH V|
« HTTP Mogwcxa 4 p pup u il

Heartbeat URL PSubscﬁbe;‘hear‘tbeat |

Buaeo napaMeTpsl
> Bu L 2 Heartbeat uxTepean (cex) |30 |

5 RTSP Push [J

5 MQTT

YCTPONCTBO MMEET BO3MOXHOCTb 0OMeHa coobeHmnamn yepe3 HTTP aByms cnocobamu: CGl
(HTTP API) 3anpocsbl, n HTTP yBegomnenus (nognucka). Onmucanne HTTP API 3anpocoB Bl moxeTe
3anpocuTtb y TexHndeckon nogaepxkn npounseogutens OO0 «HIMM «beBapa». KoHTakTHbIE aHHbIE

Bbl MOXXeTe HanTh Ha canTte http://www.beward.ru/. Hmxke ke onvucaHbl napameTpbl HacTponkn HTTP

yBe4OMIIEHNNA.

[Anpec cepBepa] YcTtaHoBka agpeca HTTP cepsepa, kyaa TepMmuHan 6ygoeT oTnpaensaTb
yBEOOMIIEHMS.

[MopT cepBepa] YctaHoBka nopta HTTP cepeepa.

[Moanncka Ha oObHapyXxeHune nud]. HacTtpoiika napameTpoB OTNPaBKM COOBLLEHNI O
npoxoaax.

1. Het nognucku (No-ymonyaHuio).

2. CHuMOK ¢ kamepbl. B coobLueHnn byaeT cogepaTbCa 3annchb 0 Npoxoae + CHUMOK nuua
C Kamepbl, 3aKoaMpoBaHHbIN B hopmaTt Base64.

3. ®oto 13 6a3bl. B coobueHnn bygeT cogepxatbcsa 3anncb 0 npoxoae + oto nuua u3
6asbl, 3akogupoBaHHoe B doopmat Baseb64.

4. CHumok + ¢oto. B coobuieHnn byget cogepaTbCs 3annck 0 npoxoae + oTo nuua m3
6asbl + CHUMOK N1ua € KaMepbl, 3aKkoaMpoBaHHble B dopmaTt Baseb4.

5. bes cHumka. B coobieHun byget cogepxaTbCs 3anncb 0 Npoxoae.

[URL] (no-ymonuaHuto: /Subscribe/Verify). URL agpec cooTBETCTBYIOLLMX COOBLLEHNI

[Moanucka Ha He 3aperucTpupoBaHHble nuua) HacTtpoika napameTpoB OTNpaBku
COoO00LEeHNI 0 3axBavYeHHbIX B Kagpe nuuax.

1. Het nognucku (No-ymonyaHuio).
2. CHumok. B coobweHnn bynoet cogepxaTbCHa 3anucb O 3axBavy€HHOM fuue + CHUMOK
nvua ¢ Kamepbl, 3aKoaupoBaHHbIN B hopmat Base64.
[URL] (no-ymonuyaHuto: /Subscribe/Snap). URL agpec cooTBETCTBYIOLLNX COOOLLEHMI
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[Heartbeat URL] (no-ymonuaHuto: /Subscribe/heartbeat). URL agpec Heartbeat coobuienunin
[Heartbeat nutepBan (cek)] (no-ymonuyanuto: 30). UHTepBan Heartbeat coobuieHun

[Push] (no-ymonuaHuio: BbikntoveHo). AkTneaumsa Push coobLueHuni.

BHUMAHMUE!

[aHHbIn napameTp O0JIKEH ObITb akTuBmpoBaH A4 nonyyYeHusa coo0LLEeHMI No NoAnMckam

[MHTepBan Push (cek)] HTepBan Push coobuweHnit (MuHMManbHO: 1 cekyHaa).

HaxmuTe kHonky [CoxpaHuUTb] AN BCTYNMEHUS HAaCTPOEK B CUy.
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MmaBa 6. Bugeo napameTtpsbl

6.1. KogupoBaHue

CTpaHVILl,a HaCTpOEK KoanpoBaHUA |/|306pa>|<eH|/|s=| NOoKa3aHa HMXe:

B@ kVARD Cuc'reM_Hble —, HacTpoiku @ XypHan XypHan
SAFETY & SECURITY = HAaCTpPOMUKH nonb3oBaTenev == 3axBaTa @ NpoXoaoe
=‘.> CHCTEMHBIE NapameTphl Konuposanue
OcHOoBHOW NOTOK ANETEPHATHEHEIA NOTOK
» CHCTEMHsIE NapaMeTpsl
Mpoduns | Baseline v Mpoduns | Baseline v
» CMCTEMHsIN #ypHan ®opMaT |H.264 v ®opmaT | H.264 v
Pazpewexwe | 1080*1920 v Paspewedune |360°640 r

» HTTP MNognucka

Mook |VER v Motok | VER v
Bl
CropocTe (kBut/c) (30~16284Kb/S) Cropocts (kBwuTt/c) (30~16384Kb/5)

% RTSP CxopocTs (xBut/c) 4096 Cropocts (kBut/c) (1024
crora () 5 Jaas) Vorors () B Juas)
3 MQTT

CnepytoLime HaCcTPOVKMU AOCTYMHbI A1 OCHOBHOMO U anbTepHaTUBHOIO NOTOKOB
n3obpaxeHus:
[Mpodwmneb] BuiGop npoduna cxatus kogeka H.264:
1. Baseline (no-ymon4yaHuio).
2. Main profile.
3. High profile.
[®opmat] Bhibop kogeka cxaTtvst BUAEOnoToKa:
1. H.264 (no-ymonyaHuio).
2. MJPEG.
3. H.265.
[Paspewenne] BoiGop paspelueHns BuaeonoToka. [JJoCTyrnHbI Creaytolwme paspeLleHms
BMOEOMNOTOKA:
OcHoBHoWm:
1. 1080*1920 (no-ymon4yaHuio)
2. 720*1280
BHUMAHUE!

YMeHbLleHne pa3pelieHna OCHOBHOIO NOTOKa NOBJIIUAET Ha OalibHOCTb pacno3HaBaHUA nuu,.

AnbTepHaTUBHbIN:
1. 544*960 (no-ymon4yaHuo)
2. 360*640
[MoTok] BbiGop Tvna Gutpeita noTtoka:
1. VBR (no-ymon4yanuio).
2. CBR.
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[CkopocTtb (k6uT/c)] (no-ymonuaHuio: 4096 Ana ocHoBHoro notoka u 1024 ons
anbTepPHATMBHOIO). YCTaHOBKA BENUYMHbI DUTpEnTa NoToka BO3MOXHa B AgnanasoHe 30~16384 K6/c.
[YacToTa (k/c)] (no-ymonuanuio: 25). YcTaHOBKa CKOPOCTY TPaHCMALMI NOTOKA B

ananasoHe 1~25.
[OnopHbIN kagp] (no-ymonuanuio: 50). YcTaHOBKa MHTEpBana OnopHOro Kaapa ans

kogekoB H.264 1 H.265 B gnanasoHe 1~200.

HaxxmuTte kHomnky [CoxpaHuTb] AMst BCTYNNEHUSI HACTPOEK B CUIY.

6.2. U30b6paxeHune

CTtpaHunua HacTpoek n3obparkeHnst NoKasaHa HUXe:

Be ARD CIIIBTEM!-II:-IE —, HacTpoiku XKypHan XKypHan
SAFETY\'&\ISECUMTV HacTpoMuKH E

nonb3oBaTenen npoxonoe

=':.> CucTeMHbIe NapaMeTpil l"l306pa)|(euue

ApxocTs |50 (1~100)

3 CHCTEMHBIE NapaMeTphbl | |
KouTpact |50 |(1~100)

» CHCTEMHBII 3ypHaN HachilWeHHOCTE |50 |(1~1CIO]
OTTEHOK |D |(ﬂ~100]

» HTTP Moanwcka

3D DNR |7 (1~15)
' BUOeo napame

» RTSP APY 128 [(1~255)
MaKkcMMansHan ssiepxka |25 v
» MaTT
BLC [50 (1~100)

CoxpaHnTk

[ApkocTb] (Nno-ymonyanuto: 50). YcTaHoBKa SpKocTy n3obpaxeHusi B ananasoHe 0-100.
[KoHTpacT] (no-ymon4yanuto: 50). YcTaHOBKa KOHTpacTa nsobpaxeHus B gnanasoHe 0-100.

[HacbiweHHoCTb] (Mo-ymonyanuio: 50). YcTaHOBKa HaCbILEHHOCTN N306paxeHns B
AnanasoHe 0-100.

[OTTeHOK] (no-ymonyanuio: 0). YcTaHoBKa OTTEHKa (TemnepaTtypbl LBeTa) nsobpaxeHus B
AvanasoHe 0-100.

[3D DNR] (no-ymonyanuto: 7). YctaHoBKa ypoBHS 3D wymonoaaBneHns n3obpaxeHns B
AnanasoHe 1-15.

[BanaHc 6enoro] Beibop pexunma aBTomatmyeckoro 6anaHca 6enoro LeeTta n3obpaxeHus 13
TPEX NpeayCcTaHOBOK:

1. Pexum 1 (no-ymonyaHuio). HopmManbHbI pexum.
2. Pexum 2. Bornee xonogHbin LBET.
3. Pexum 3. Bonee Ténnbi UBeT.
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[APY] (no-ymonuaHutio: 128) YcTaHOBKa BEPXHEro npedena aBToMaTUYeCcKon perynmpoBKu
ycunenuns nsobpaxeHus B ananasoHe 1-255.

[MakcumanbHas BbigepxKa] (no-ymonyaxumio: 25) YctaHoBka nopora Hanbonee AnvHHON

BblAEPXKN aBTOMaTUYECKON PErYIIMPOBKN CKOPOCTU 3NEKTPOHHOIO 3aTtBopa B guanasoHe 2-300
(akBuBaneHTHo 1/2 — 1/300 cekyHAbl).

[BLC] (no-ymonyaHuio: 50). YcTaHOBKa YPOBHSA KOMMNEHCaALUN 3aCBETKN N306paxeHns B
ananasoHe 0-100.

[na coxpaHeHnsa N3amMeHeHnn HaxxmmTe KHonky [CoxpaHuTb].
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MnhaBa 7. Ayavo

[aHHbIN pa3aen NpPUCYTCTBYET TONbKO B MHTepdence TepmmHanoB cepumn TFR50.

CTpaHmua HaCTpoeK ayano nokKa3aHa Huxe:

Be\,UARD CUcTeMHbIe E HacTpoiiku o XypHan

EAFETY & SECURITY HacTpPOMKH nonb3oBaTened == 3axBaTa

BS  CuctemHeie napamerpe MapameTpe! ayauo

YouneHue MUKpodoHa | a0 v|

% CUCTEMHBIE NAPaMEeTDEl

TWn KoaAWpOBaHKMA | G711y v|

CUCTEMHEIA Han
S

% HTTP Mognwcka

% Buaeo napaMmeTpsl
» RTSP
» MQTT

> SIP
[Ycunenne mukpodpoHa] (no-ymonyanuio: 50). PerynvpoBka ypOBHSI YCUNEHWUSI BCTPOEHHOIO
MUKpOdOOHa.
[Tun kopmnpoBaHus] Beibop Tuna aygnokogeka:

1. G.711U (no-ymon4yaHuio).
2. G.711A

[na coxpaHeHnsi U3MeHeHU HaxxmuTe KHornky [CoxpaHuTb]
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MnhaBa 8. RTSP
8.1. RTSP

CtpaHnua RTSP HacTpoek nokasaHa HUXe:

BC\VARD CuctemHble = HacTporiku o XypHan

SAFETY B SECURITY HacTPOWKK nonb3oBaTenei 2 3axBara

=<.-,~. T — RTSP CpaBHeHMe nuia 1:1

» CCTeMHbIE napaweTp BKMNHOUYATE ayTEHTHDWMKALWMIO

Pazmep naketa |1500 |

» CMCTeMHsIi #ypHan NopT |554 |

» HTTF MNognucka * MpK MzMEHEHMM RTSP Hae

w RTSP

5 MQTT

[Bknrountb ayTeHTUMKaLMIO] (NO-yMON4aHUio: BKIoYeHO). BknoyeHne basic RTSP
ayTeHTuurkauun.

[Pa3mep nakeTa] (no-ymonyanuio: 1500). YcTaHoBKa pa3mepa naketa RTSP B 6aritax B
ananasoHe 256-1500.

BHUMAHMUE!

PekomeHayeTcst He MeHATb AaHHbIN NapameTp 6e3 HeobxoaumocTu.

[MopT] (no-ymonyaHnuio: 554). YctaHoBka nopTa TpaHcnsumm RTSP.

[na coxpaHeHnst 3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].
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8.2. CpaBHeHue nuua 1:1

CTpaHMLl,a anroputmMma cpaBHeHuaA nuua no ABym q.')OTO NnokKa3aHa Huxe:

=(.> CHCTeMHBIE NapamMeTpsi RTSP CpaBHeHume nmua 1:1

> CHCTEMHbIE NapameTpsi
> CuUCTeMHbIN xypHan

> HTTP Mognucka

> Bugeo napameTpsi

\/ RTSP

> MQTT

29.55%

[aHHas Beb-cTpaHMua No3BONSET 3a4eACTBOBaTb ariroOpUTM pacno3HaBaHus nvuy, ans
HarnsagHoM AeMOHCTPaUUn OLEHKN KayecTBa CpaBHEHUS Nvua C 3TanOHHbIM.

[na 3agencTBoBaHWs anroputma 3arpysute potorpacpumm nuy c MK knukHyB Ha obnacTb ¢
KOHTYpOM nuua u Bblbpas oTorpacdumio.

Honyctumbin popmat pucyHka: JPEG munm PNG (6e3 npo3payHoro cpoHa). MakcumanbHbiin
pa3mep pucyHka: 1 merabawr.
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Mnmasa 9. MQTT

CtpaHuua HacTpoek npoTtokona MQTT nokasaHa Huxe:

CUcTeMHbIe

HacTpo#iku
HacTpoOWKH

nonb30BaTenen

BC\VARD

SAFETY & SECURITY

o MQTT HacTpOHMKH

14 CHCTeMHbIE NapaMeTpibl

BrHOUMTE

» CuCTemHbIE NapameTpsl

MaeHTHbHMKaTOp yCTPOHCTBA

> CHCTEeMHLIN 3ypHan Anpec cepeepa

3 HTTP Mogmeka Mopt cepeepa

Hanpagenexye Nnpoxoga
Buaeo napameTpsl
> MMA nonszoBaTend

» RTSP Mapone

Tun coobweHna

MQTT xanan

He zapervcTpyposanHoe nuuo
3anvcs MOeHTHdMKaL MM
Boz00HOBNATE € TOUKMW OCTAHOBKM

CTaTYC COBOMHEHIA:

XKypHan
3axBara

am 7KYPHaN
@D poXoAoB

O

1380366 |

0.0.0.0 |
b |
Bxog v

| |
| |
Topics v

Imatt/face/1380366 |
Zarpysate v
Jarpyska C wsodpaxeqy v
Het v

He nogknwouero, ownbka exoaa

YcTpoiicTBo noaaepxusaet npotokon MQTT ana obmeHa coobuieHnamu. OnucaHue npoTokona

MQTT Bbl MOXeTe 3anpocutb y TexHmdeckon nogaepxkm npomssogutens OO0 «HIMIM «besapay».

KoHTakTHble AaHHble Bbl MoXeTe HanTu Ha caunTe http://www.beward.ru/. H/uxe onncaHsl napameTpsbl

HacTpoviku MQTT coobLueHun.

[BknounTb] (No-yMonyaHuto: BblknioveHo). BkntovyeHne MQTT coobuieHun.

[MaeHTudukaTop ycTponcTaa] (no-ymonyaHuio paseH ID yctponctsa). YctaHoBka MQTT

noeHTndmkatopa (MMeHu) ycTponcTBa.
[Anpec cepBepa] YcTtaHoBka agpeca MQTT Gpokepa.
[MopT cepBepa] YctaHoeka TCP MNopta MQTT 6pokepa.

[HanpaBneHue npoxoaal

1. Bxoa (no-ymon4yanuio). CobbITna 0 npoxonax, oTnpaBnseMble YCTPONCTBOM Yepes

npoTtokon obmeHa MQTT, 6yayT umeTb MeTKy BXog.

2. Bbixoa. CobbiTva 0 npoxodax, oTnpaBnsgemMble YCTPOUCTBOM Yepes NpOoToKon obmeHa

MQTT, 6yayT MeTb MeTKY BbIXo[,.

3. HenseectHo. CobbiTMA 0 Nnpoxodax, oTnpaBnsgemble YCTPOUCTBOM Yepes3 MPOTOKOI

obmeHa MQTT, He 6yaoyT MeTb METKM O HanpasneHuy npoxoaa.

[MUma nonb3oBaTens] 3agaHne nmenun nonb3oartend MQTT Gpokepa.

[Maponb] 3agaHne napons nonb3oBatena MQTT 6pokepa.

[Tun coobwenunna] OtobpaxeHune Tuna coobueHnn MQTT (Topics).
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[MQTT kaHan] YcTaHoBKa OCHOBHOro Tonuka MQTT

BHUMAHUE!
MQTT oOMeH MAET He B OCHOBHOM TOMUKE, @ B HUXXE CTOSILLMX TONMKax xxx/Rec, xxx/Snap, xxx/Ack. bonee

nogpobHo cmoTpuTe B onucaHun MQTT npoTokona

[He 3apeructpunpoBaHHoe nuuo] HacTtpoika napameTpoB OTNpaBkn coobLEeHWI O
3axBa4YeHHbIX B Kagpe Nnuuax.

1. Barpyxatb (no-ymonuyanuio). B coobuieHnm BygeT cogepxaTbCa 3anmch 0O
3axBadYeHHOM JSiLe + CHUMOK fnnua ¢ KaMepsbl, 3aKogMpoBaHHbIN B hopmaTt Baseb4.
2. He 3arpyxaTb. He otnpaenaTtb coobLieHne npu 3axearte nuua.

[3anuck npeHTndmkaummn] Hactpornka napameTpoB OTNPaBKK COOOLLEHMIA O MpOXodax.

1. He 3arpyxaTtb. He otnpaBnsatb coobLueHne o npoxoge.
2. 3arpyska c nsobpaxeHveM. B coobueHnn bygeT cogepxaTbCsi 3anncb 0 npoxoae +
CHUMOK 1L C KaMepbl, 3aKOAMPOBaHHLIN B hopmaTt Baseb4.

3. 3arpy3ska 6e3 nsobpaxeHnus. B coobieHnmn 6ygeT cogepxaTbCs 3anncb 0 Npoxoae.
[BO306GHOBNATL C TOYKN OCTAHOBKM]

1. Hert (no-ymon4yaHuto). MNpn NOBTOPHOM COeMHEHUM C CEPBEPOM NOCHe paspbiBa

coobueHns ByayT oTNpaBNATLCA C TEKYLLEro BPEMEHM.

2. Oa. MNpn NnOBTOPHOM COEANHEHUN C CEPBEPOM MOCIe pa3pbiBa OyayT oTnpaBeHbl Bce

Cco0bLLIEHNS HaUMHasa CO BPEMEHM pa3phbiBa.

[CTaTtyc coeanHeHusa] OTobpaxkeHune ctatyca coeanHeHnsa ¢ MQTT 6pokepom:

1. He noaknto4yeHo, owmnbka BXxoaa.

2. [oakno4eHo, BXOA BbIMOMHEH.

Ansa coxpaHeHus n3aMeHeHun HaxxmuTe KHonky [CoxpaHuTb].
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Mnasa 10. SIP

HaHHbIN pa3gen NpucyTCTBYeT TONbKO B MHTepdence TepMUHANOB cepumn

TFR50. MNMpyn 3amMblkaHUN KOHTaKTa ABEPHOro 3BOHKA Ha OOLMIN, NPOMCXOANT BbI30B abOHEHTa

no npotokony SIP. SIP npoTokon Ha yCTpOMCTBE NO3BOSISIET COBEPLUATL BbI30B aOOHEHTA,

nepegasad emy ayamo- n BUOeOonoOTOK, nomnydaTtb OT aboHeHTa ayano, a TakXe OTKpbIBaTb

asepb no DTMF. Mpu BbI30oBE Ha gucnnee ycTponctea otobpaxaeTcsa coobuieHme: “Bbi3os”,

npwu pasrosope: “F'oBopute”, npu oTKpbITUM ABepu no SIP: “MoxanyncTa, npoxoauTe”.

CtpaHuua HacTpoek npoTokona SIP npeactaBneHa HUxe:

BE\VARD

SAFETY B SECURITY

=<.> CHCTEMHbIE NapaMeTphl

% CMCTeMHkIe napameTpel

% CHCTEMHBIN ¥ypHan
» HTTP Mognucka

% BWaeo napameTpal
» Aynuo

3 RTSP

3 MQTT

CUCTeMHbIe _, HacTpoiku
= HacTPOWKMH E nonb3oBaTenen

SIP HacTPOHKK

Mcnonesoeate SIP
CTaTyC perMcTpaumm
AnpecinopT CepEepa

NoKaneHsIR nopT
Mma

Homep

NMorud

Mapons

Twn noToKa
Brizeate aboneHTa £1
Buizzats aboxeHTa #2
BoizEaTs afoneHTa 23

BeizeaTs aboreHTa £4

O 0O0D0oaOg

Brizeats aboreHTa £5

BEIZ02 aD0HEHTA MPY HaXaTHK KHOMKKW 3E0HKA

JKypHan
@ 3axBaTa

|SIP Cepeep

|He 3apervcTpHpOSaH

5060

&0 NpOoXOoA(

| AnNETEPHATHEHRIA

Pexir DTMF
Penerel Belxog (DTMF)
PazopEaTh COBLWMHEHWE TIDCIE BRINMONHEHKMA

TaWMayT ao380Ha (cex)

| RFC2833

i

23BEPWKTE COSAMHEHME KHOMKOM 3B0HKA
Bo BpemMAa BLIZ0BA

Bo 8peMA pazrosopa

Ornpasnate PUSH yEEgoMNeHMS NP BLIZ0BE
PUSH cepeep

ZJagepxka neped NoETOpPHLIM BEIZ0S0M

|push.beward.ru

4

COXpaHWTL
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[Mcnonb3oBaTtb SIP] Buibop Tvna SIP coeguHeHus:

1. Hert (no-ymonyaHuio).
2. SIP cepep. CoeamHeHne ¢ aboHeHTOM ycTaHaBnueaeTtcs Yepes SIP cepeep.

3. SIP P2P. CoeanHeHne c aboHeHTOM ycTaHaBnmBaeTcs Peer-to-Peer (Hanpsimyto).

10.1. SIP cepBep

[CtaTyc perucTpaummn] OTobpaxeHune cTtaTyca pernctpaumm Ha SIP cepBepe. [JoCTynHble 3HaYEHWs:

1. He 3aperucTtpupoBaH.
2. 3aperucTpupoBaH.

[Anpec:nopT cepBepal YcTaHoBka agpeca 1 nopta SIP cepBepa (qomeHHoe nms nuoo IP).
YKkasblBaeTCcH agpec v nopT Yepes gBoeToume. ATo none ycTtaHaBnueaeT agpeca Redirect, Proxy u
Registrar cepeepoB (UHTepenc nogpasymeBaeT, YUTO OHM BCeraa paBHbl).

[MokanbHbIN NopT] (No-ymonyaHuto: 5060) YcTaHoBKa nopTta aAnsa sxogawmx SIP komaHg,.
[Uma] 3agaHne uMmeHn yCTpoMCTBa, 0TOOpaXXaemoro npu 3BOHKE.

[Homep] YcTaHoBka SIP-Homepa. Ha HeKOTOpbIX cepBepax CoBMagaeT C napameTpoM “fiorvH”.
[MoruH] YcraHoBka norvH SIP akkayHTa.

[Maponb] YcTtaHoBka napons SIP akkayHTa.

Mprmep 3anonHeHus HacTPOeK NP coeanHeHUM ¢ NyGNMYHBIM CEPBEPOM Sip.antisip.com

npeacrtaBieH HMXe:

SIP HacTpOHKK

McnonezoeaTe SIP | SIP cepeep w

CTaTyc perucTpauMy  [3aperncTpupoBaH
Anpec:nopT cepeepa  [sip.antisip.com:5060
NokaneHel? nopt (5060
Hrma  |pffgrn2
Homep |pffgrn2
Norvs  |pffgrm2

Mapons |wessssss
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10.2. SIP P2P

Ctpanuua HacTpoek SIP P2P npegcraBneHa HUXe:

SIP HAaCTPOWKK

Mlcnonezoeats S5IF | SIP P2P w
Mopt (5060
MrA

[MopT] (Nno-ymonuaHuto: 5060) YctaHoBka nopta gnd SIP coeanHeHus.

[WUm#A] 3apgaHne nveHn ycTporcTBa, 0TobpakaeMoro npu 3BOHKeE.

10.3. O6wume SIP HacTponku

[Tvn notoka] Beibop Tvna meguna gaHHbiX B SIP:

1. OcHoBHoW. TpaHCcnsLMs OCHOBHOIO BUAEO- U ayaMONOTOKOB.

2. AnbTepHaTuBHbIN (NO-yMONYaHuio). TpaHCcnAuusa anbTepHaATUBHOIO BUAEO- M ayaNOMNOTOKOB.

3. Tonbko aygmo. TpaHcnsumsa aygmonoToka 6e3 Buaeo.
[BbizBaTb aboHeHTa #1-5] YkasaHue agpeca aboHeHTa Ans Bbi3oBa. 3agaétca Ao naTn aboHEeHTOB
Ans BbidoBa. OcyLLecTBnsAeTCa 0OAHOBPEMEHHbIN BbI30B HECKONbKMX aboHeHTOoB. Pasrosop byaet
COBEPLLUEH C TeM aBOHEHTOM, KOTOPLIN BbICTpEEe OTBETUIT HA BbI3OB.

NMPUMEYAHUE!
Mpn wncnonb3oBaHun SIP cepeepa 3apaéTtca agpec B dopmate MMA@AOMEH, Hanpumep

username@sip.antisip.com. Npu ncnons3oeaHun SIP P2P 3agaétcsa IP agpec.

[Pexum DTMF] YcTtaHoBka pexvma obpaboTtkn DTMF curHanos. [OCTYMHbI peXuMbl:

1. RFC2833 (no-ymon4yaHuio).

2. In-band.

3. SIP INFO.
[PenenHbin Bbixoa (DTMF)] (no-ymonyanuio: 1). YctaHoBka koga DTMF ansa otkpbiTva asepw. [Npu
otnpaBke DTMF akTnBupyeTcs OCHOBHOE pene TepMuHana AoCTyna Ha BpeMs yaepXaHus,
yKasaHHOe B pexunmax gocryna.
[Pa3zopBaTb coeauHeHue nocrie BbINOSHEHUA] (NMO-yMONYaHuMto: BKNOYeHo). Onumsa 3aBepLueHus
BbI30Ba nocne oTkpbITMa Asepu no DTMF.
[TanmayT go3BoHa] (no-ymonyanuto: 30 cekyHa). YCTaHOBKa BPEMEHN OXMAAHNSA OTBETA HA 3BOHOK.
3aBepLunTb coeanHEeHNe KHOMKOW 3BOHKa:
[Bo Bpemsi BbizoBa] (MO-yMOMYaHNIO: BKIHOYEHO).

[Bo Bpems pasroBopa] (No-ymMon4yaHuio: BKITHOYEHO).
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[OTnpaBnaTe PUSH yBegomMneHus npu Bbi3oBe] (N0-yMONYaHuto: BKMOYEHO). [aHHbIN
dyHKUMOHan HeobxoamMMm AN KoppekTHoW paboTkl SIP Bbi3oBa Ha MOBUNLHOE NPUNOXeHWe, Takoe
kak Beward Intercom. Ecnu B Te4eHune 3agaHHoro nepuoga spemexun SIP coeanHeHne ¢ aboHEHTOM
He ObIfIo YCTaHOBMNEHO, TepMUHan OyaeT otnpaBnATb coobLleHne Ha push-cepeep, KoTopbii OygeT
MHULMMPOBATL perncrTpaumto aboHeHTa Ha SIP-cepBepe AN nocnenyroLwero NpUHATUS BbI30Ba.
[PUSH cepBep] (no-ymonuanuto: push.beward.ru). Agpec push-cepeepa yBegomneHuin. [1ns paboTtsbl
MobunbHoro npunoxeHuns Beward Intercom ncnonb3yetcsa cepeep push.beward.ru no-ymonyaHmio.
[3apepkka nepea NOBTOPHLIM BbIZ3OBOM] (Mo-ymonyaHuio: 4). TaimayT BpeMeHU, B TeYeHne

KOTOpOro TepmuHan 6yaeT nbiTaTbCsA YCTAHOBUTL coeanHeHne ¢ SIP aGoHeHToM.

[na coxpaHeHnsa N3aMeHEeHNNn HaXXMUTe KHoMnky [CoxpaHuTb|
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Nnasa 11. Nonb3oBaTenu

CTtpaHuua HacTpoek YY4ETHBIX 3anuncen nonb3oBarenen Bed nHtepderica npegcrasneHa

HWXe:

BG\,UAI!D CucteMHble —, HacTpounku XypHan am “KYPHaN ‘F o2t (D
SAFETY & SECURITY HacTPOMKK nonb3oBarenei @ 3axBaTa npoxoaos eepn b S

WMz o Kypran KypHan HacTpoiku CHUCTEMHBIE
ITKPEITHE ABEpK . -
=<.> CHCTEMHBIE NapaMeTpbi nons30Barens npoxosoe 3axBata nons30BaTenei HACTPOMKH YnpaBneHue Nonb30BaTensmMu
1 admin v v v v v
2 operator v v 6
CHCTEMHbIE NapamMeTpsl 00asuTe
bl A 3 operator2 v v v v 7}1

> CHCTEMHBIA XypHan
» HTTP Mognucka

» Bupeo napameTpsl
» RTSP

> MQTT

~ Mons3oeareni

I'IpV| BXOA€ B AaHHbIN pasgen 0T06pa>KaeTc;| VIH(bOpMaLl,I/IFI O CyLleCTBYHOLWMNX NoJfib3oBaTenax:
HOMeEpP, NMA U NpaBa AocTtyna. ,D,BOI‘/‘IHOIZ KIMXK NO 3anncu Bbi3blBa€T AManoroBoe OKHO, B KOTOPOM
BO3MOXHO yaannTb UM N3MEHUTbL NOoNib30BaTenN .

Onepayum »

| M2MeHnT: | | ¥0anuTe |

o HaXXaTUIo KHOMKK [YJJ,a.HVITb] 3anncun BO3HMKaET BCNIibiBaKwoLllee OKHO C noaTBEpPXOEeHNEM.

NMPUMEYAHUE!

Monb3oBatens admin HeNb3s yoanuTb.

Mo HaxaTuto KHOMKM [UI3MeHUTb] BO3HMKAET OKHO C BO3MOXHOCTBI0 M3MEHEHMUSI HACTPOEK.

YnpaeneHwe nonb3osatensMu [operator] x
s |0DEFEItDF | #ypHan npoxoaos [
nonez0BaTENA MypHan zaxeata [
Napone | | HacTpolixi none3osatened [
NoaTeepauTe | | CHCTEMHEBIE HACTPOMKK [
RTSP
OTHPLITHE JBEPK

COXpaHWTh || OTrMeHa

[MUma nonb3oBaTtens] 3agaHue normHa nonb3oBaTens.

PykoBoacTBO No akcnnyataumm TepMmHanoB goctyna Beward TFR cepuu




[Maponb] 3agaHne naponsa nonb3oBartens.
[MoaTBepauTe] MNMoaTBepxaeHne napons nonb3oBaTens.

BHUMAHUE!
Mms nonb3oBaTens n naposib MoryT cogepxaTb oT 1 go 15 cumeonos: a-z, 0-9, (.). Pernctp cumonos

MMeeT 3Ha4vYeHune.

[RTSP] OTmeTbTe AaHHOE none ranovkon, YToObl yaanéHHbIN KNeHT Mor nonyyaTe RTSP notok ¢
AaHHON YYETHON 3anncbIo.

[OTkpbITHE aBepu] OTMETLTE AaHHOE More raro4vkomn, YTobbl y nonb3oBaTtens Gbino Npaeo Ha
yAanéHHoe oTKpbITe ABEPU.

[>KypHan npoxogos] OTMeTbTe AaHHOE MNore rano4ykon, Ytobbl y nonb3oBaTens Gbino Npaso Ha
MPOCMOTP XypHarna npoXoaoB..

[XKypHan 3axBaTta] OTMeTbTe faHHOE MNorie rano4ykon, YTobbl Y Nonb3oBaTens Obifo NpaBo Ha
NMPOCMOTP XXypHana 3axeara nuu,.

[HacTponku nonb3oBatenen] OTmeTbTE AaHHOE MOJSIE rano4vkon, 4Tobbl y nonb3oBatens 6bino
NpaBo Ha pefakTMpoBaHune 6asbl NoNb3oBaTENeNn.

[CucTemHble HacTpomrku] OTMeTbTE AaHHOE MOJfle ranoyvkomn, YTobbl y nonb3oBaTend 6bi10 NpaBo
Ha N3MEHEHNE CUCTEMHbIX HACTPOEK.

[ns no6aBneHns nonb3oBaTens HaxMmnTe kHonky [CoxpaHuTb]. [Nonb3oBaTensb oTpasnTcs B
Tabnuvue cnucka nonb3oBaTenen.

Mo HaxaTuo kHorku [[lo6aBuUTL] Ha NnaHenu YnpaBrneHne nonb30BaTenAaAMnU BO3HNKAET
aHanormyHoe OKHO Kak Npu pefakTMpoBaHUM Nonb3oBaTens.

NMPUMEYAHUE!

Bcero moxHo nob6aButb He bonee 20 nonb3oBaTenen.

MNpu BXoae B Be6 Nonb3oBaTens ¢ He NofHbIMY NpaBamMy COOTBETCTBYHOLLIME pasaenbl MeHo 6yayT
CKPbITbI.

NMPUMEYAHMUE!
YpaanéHHoe ynpasneHune no npotokoriam HTTP APl u1 MQTT BO3MOXHO TOMbKO WM3-nof nonb3oBaTensd

admin.
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MmaBa 12. HacTpouku nonb3oBaTeneun

12.1. YnpaBneHue CnMcKom

CTpaHuLa HacTpoek nornb3oBaTtenel ¢ Tabnuuen cnucka nonb3oBaTenei nokasaHa HxKe:

3 Mpynnosoe goGaeneie

l

Horep

Hormep KapTsi

Tun Wms
nocryna
YepHLIi CriMcoK AHTOH Z 8088333
BENbIi CNUCOK AHapei C 1
Benwiit cnncok Bred P 1

Bcero 3 3anucefi Texywwe 3 sanvceit Mepsas cTpanuua Mpeasiy

MNon

Mysxcioi

MyXcKoi

Myxcxoit

YL 3R CTRaHY

®oTo

11 v | Cnenyiowas cTpamu

Bpers perucTpaumn fatap *
2020-05-22/09:19:01 2019
2020-05-22/09:19:10 2019
2020-05-22/09:18:51 2019

U3 Mocneaxas crpaHuua -~
»

MaHenb ynpaBneHnsa cnnuckom, pacrnonarampLlaaca Ha JaHHOW CTpaHuLe B NpaBon YacTun 3KpaHa

nokasaHa oTAeNbHO:

YNpaBneHWe CrMCKoM

FpynnoBoe yaaneHmne

Mownck

Mo yenosno v
HauaneHoe epema

2020-05-25 00:00:00 |
KoHeuHoe BpemMa

2020-05-25 23:59:59 |

Tun
Bce v
Mon
He yrazaH v
BozpacT
o |- l200 |
Homep KapTsl gocTyna
o |
| Mowck |
| OoBasuTs |

NBOWHOW KNIMK MO
3anMcKU anAa

pefakKTUMpOBaHHUA

PykoBoacTBO no akcnnyatauuu TepmuHanos agoctyna Beward TFR cepumn



[laHHas cTpaHuua npegHasHavyeHns ans oTobpaxeHUs cnncka nonb3oBaTtenel cornacHo
BblOpaHHbIM hunbTpam novcka, a Takke ans jobasneHns nonb3oBartener B 6a3y ycTponucTea u ux
yaaneHus.

Tabnuua co cnMcKom Nornb3oBaTene COAePXKUT CreayoLmne KONMOHKU:

Homep.

Twn.

Nms.

Howmep kapThbl gocTyna.

Mon.

doTo.

Bpems peructpauum.

Harta poxaeHus.

Tun naeHTucpmkatopa.
. U peHTUMKaLNOHHbIN HOMeEP.
. Homep TenecoHa.

. Appec.

. 3amMeyvyaHus.

CoNoOrLONE

el
wWN RO

3HayeHusa 3TUX Nomnei COOTBETCTBYIOT MOMSAM B KapTO4Ke Monb3oBaTens 1 onucaHbl B
pasfene B pasgene JobasnexHne nonb3oBaTens.

,D,BOI‘/‘IHOIZ KINMUK no 3anncun B Ta6n|/|u,e chnncka nonb3oBaTenien Bbi3biBAET ANANIOroBOe OKHO

Onepauuu:

| MaMeHuTs | | ¥oanuTe

MU3meHuTb. [N03BONSAET peaakTMpoBaTh 3annck. PegaktnpoBaHue nonb3oBaTens NpoucxoanT
aHanornyHo gobaeneHuto. Cwm. pasgen Jobaenenne nonb3oBarens.

YpanuTtb. YaanseT gaHHYO 3anvcb U3 crnvcka rnornb3oBaTenen.

B npaBom HWxHEM yrny Tabnuubl cnmMcka nonb3oBatenen HaxoAnTCA NaHenb HaBuUraymm no
cTpaHuue. Eé BHelwHMI BUA, 1 yHKLMOHANbHOE Ha3HadeHne onncaHbl B pasgene CUcteMHbin

XypHan, naHesb Hasurauunn.
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12.2. lobaBneHne nonb3oBaTens

Mo-ymonyanuto 6a3a yctporctea nycrta. Ytobbl fobGaBuTh Nnonb3oBartens B 6azy Heobxoanmo
HaxkaTb KHOMNKy [[lo6aBuUTb] Ha NaHenu ynpasneHns cnnckom. MNMpu aToM OTKPOETCs KapToyka
nonb3oBarens:

YnpaeneHWe MHUCKOM - cBepra [Anton Z] ®

Twvn | BENBIA CNACOK ¥

A |AHTDH 3axapos |

Mon | Mysceoi v
Tun | AgeHTHdMEaUWMoH ¥

waeHTHdKUKATODA

ID Komep 1233 |

Oata poxaera (1990-05-03 |

Homep TenedoHa |+?92655}'34}'8 |

Jarpy:uTe |

| i Anpec |Mc:crcaa, wn. ApbaT,

MeTog redepauvy | PyydHol BEOom Y JaMeyaHun |FDCTb |
HOMEpPA KapTEl Npoeepka doTo [

HoMmep kaptsl (8988333

JOCTyna

Twn cnucka | MOCTOAHHLIA CI ¥

COXpaHWTE || OTrMeHa

,D,OCTyI'IHbI cneaytouine nonga ana 3anonHeHuna npu nobaBneHun nonb3oBaTenem:

1. O6nactb 3arpy3ku ¢potorpacdpmumn. Oba3atensHO Anga 3anonHeHus. 3arpyska oTo ¢
n3obpaxeHmem nuua Yenoseka. lonyctumbii dpopmat pucyHka: JPEG unu PNG (6e3 npospadHoro
doHa). MakcumanbHbIn pa3mep pucyHka: 1 merabant. PekoMeHayembli MUHMManbHbIN pa3mep nuiua
Ha 3arpyxaemom goto: 160x110 nukcenen.

BHUMAHUE!

[onyckaeTcsa 3arpy3ka doTorpaduin B paspelleHnn 0onblie Unu MeHblle ykasaHHoro. [Mpu 3arpyske
doTorpaduin ¢ GonblMM paspelueHneM pasmep doTorpacdum OGyaeT onTMMM3MPOBaAH BO BHYTPEHHEN
namsaTy oo pekomeHagyemoro. NMpu 3arpyske goTorpaduin ¢ MeHbLUMM paspelleHnemM 0yaeT yMeHbLIaTbCs

MaKCcumarnbHada aanbHOCTb pacno3HaBaHUA nuua.

HaxxmuTe kHonKy [3arpy3uTb] ang 3arpy3ku ootorpaduun. Bel yBuante ananoroBoe okHO
3arpy3kn. Haxxmute [0O630p], BoiGepute cann cdotorpadmm anga 3arpyskn B NOABMBLLIEMCS OKHE U
HaxxmuTe [3arpy3unTb].
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3arpy2a1Te doTo b4

BuibepuTe dain O6zop

| JarpyanTh |

2aKpeITh

2. MeToA reHepauuu Homepa KapTbl. [laHHOe norne nNo3BonsieT BbibpaTb METOA NPUCBOEHUS
kKoga RFID kapTbl nonb3oBaTtesns:

1. Kaprta obwero goctyna (no-ymonyanuio). lNonb3oBaTento Ha3HavyaeTca NpucBoeHne obLero
(oauHakoBoro) Homepa kapTbl. [JaHHbIM HOMep 3afaéTcs B napameTpe B Homep kapTbl
obLiero gocTyna B HACTPOMKE PEXUMOB JOCTYNa.

2. AsTOMaTU4eCKu reHepupyemMblnt Homep. lNorb3oBaTento Ha3HayaeTcsl NPUCBOEHME
aBTOMaTMYeCKU reHepupyemMoro Homepa KapTbl U3 3aflaHHOro AnanasoHa. [AnanasoH
3agaétca B NnapameTpe dmnana3oH HOMEPOB KapT MpPW reHepaLmm B HACTPOMKE PEXNMOB
goctyna.

3. Py4Hon BBoa. Homep RFID kapTbl npycBavBaeTCcs COTPYOHUKY BPYYHYIO B MOS1e HUXeE.

3. Homep kapTbl goctyna. HeobszaTtenbHoe none. [laHHOe none MoXeT cogepkaTtb Kog
RFID kapTtbl nonb3osatens. OrpaHuyeHne anvHbl nons: 15 cMMBOMoB.

4. Tun cnucka. Bbl60p ThnNa Crncka nosib3oBartend no BpemMmeHun nencTeuns:

1. TlocTOsIHHbIN CNUCOK (No-ymonyaHuio). Monb3oBaTtento 6yaeT pa3peLleH OCTyn COrfacHo
BblOpaHHOMY pexumy A4oCTyna C HeOrpaHNYEeHHbIM CPOKOM.

2. BpemeHHbI cnivcok. NMonb3oBaTento OyaeT paspeLleH AOCTYMN CornacHo BbIbpaHHOMY pexnmy
AOCTyna B Te4YEeHMM yKa3aHHOro nepuoga. YkasbiBaeTcs gaTa Havana gencTemst nponycka u
AaTa OKOHYaHWSa AencTBusa nponycka. PaboTta ¢ kaneHgapém aHanornyHa kak B pasgerne
XypHan cobbITuiA.

3. BpemeHHbIN cnivcok 2. NMonb3oBaTento dbyaeT paspeLleH A0CTyn CornacHo BbIbpaHHOMY
pexuMmy 0OCTyna B TEYEHUM YKa3aHHOro nepuoaa ¢ exxeqHEeBHbIM OrpaHU4YeHMeM Mo vyacam.
YkasblBaeTcd gaTa Havana gencTBms Nponycka U gata OKOHYaHUsa AencTBus nponycka, a
TaKke eXxegHEBHOE BpeMs Havana encTBus Nponycka 1 eXxXegHeBHOe BPeEMSA OKOHYaHUSA
aencTeusa nponycka. PaboTa ¢ kaneHgapéM aHanornyHa Kak B pasgerne xypHan cobbiTui.

4. PasosbIi nponyck. NMpu Beibope gaHHOro napameTpa nossnsietca none Konnyectso
LMKIOB, rae Heobxoanmo yKasaTb KONIMYECTBO paspeLlEHHbIX LIMKNOB NpoxoAa Yepes TOUKy
poctyna. Nocne okoH4YaHus LMKIOB norb3oBaTtens yaansetca n3 6asbi:

HorMep kapTsl (1 Konuuecteo (5
Jocryna LHKNOE

Twun cnvcka | Pasoeslll npom »

5. Tun. Buibop TMna cnucka nonb3oBartens:

1. Benbin cnucok. MNonb3oBaTtensm u3 6enoro cnucka paspeLuén JOCTyn cornacHo BelbpaHHOMY
pexumy gocrtyna.

2. YépHebin cnucok. MNonb3oBatenam n3 YEpHOro cnucka Bcerga 3anpeLuéH goctyn. MNpu
naeHTudmKaumm nonb3oBaTenNsa N3 YEPHOro cnucka TepMmHan NPourpbiBaeT 3ByKOBOE
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coobuweHune: “[locTyn 3anpeLén’, a Takke Ha gucnnee yCTponcTea NosIBMSIETCS
COOTBETCTBYIOLLEE COOBLLEHNE.

6. Uma. O6azatenbHoe none. MNMo-ymonyaHuo COTpyAHMKY NpUcBanBaeTCca UMSA U3 UMEHU
danna 3arpyXeHHoro nsobpaxeHusi. [JaHHoe none nogpasymeBaeT 3anofiIHEHNnEe UMEHN 1 daMnnnm
nonb3osartens. OrpaHnyeHne anuHel Nons: 23 cMMBOMa PyccKoro andgasuTta unu 47 cumeosoB
NaTUHULEN.

7. NMon. Beibop nona nonb3oBatens:

=

My>xckon (No-ymMon4yaHuio).
XKeHckun.
3. He ykasaH.

N

8. Tun npentudukaropa. OtobpakeHne TMna ONONHUTENBHOrO MaeHTUdMKaTopa
nons3oBarens (MAeHTUPUKALMOHHBIA HOMED).

9. ID HoMmep. HeobBsA3aTenbHO none. YkasaHus HoMepa AOMONHUTENBHOIO uaeHTudukaTopa
none3osaTtens. [JaHHoe none nogpasymesaeT B cebe 3anonHeHne Homepa Kakoro-nnbo AoKyMeHTa
nonb3oBaTerns, HanpuMmep, BOOUTENbCKOro yaoctosepeHus. OrpaHuyeHne anviHel nons: 15 cumsona
pycckoro andasuta unu 31 cumson (byks nnu Lndp) NnaTmHULEn.

10. DaTa poxaeHus. HeobsazaTtenbHo nomne. YkasaHue gathl POXAEHUS NONb3oBaTens.
PaboTa ¢ kaneHgapém aHanorn4yHa kak B pasaene »XypHan coObITUM.

11. Homep TenedboHa. Heobsi3aTenbHO none. YkaszaHne Homepa TenedoHa nonb3oBaTerns.
OrpaHunyeHne anuHel nons: 31 cumeon.

12. Aapec. HeobsizaTenbHo none. YkasaHve agpeca nonb3osartensi. OrpaHn4eHne anvHbl
nons: 35 cumBona pycckoro andgasuTta unmn 71 cumeon (OykB nnu undp) natMHUUEn.

13. 3ameuvaHusa. Heob6sa3atenbHo none. [laHHoe none no3sonsieT 3anvcatb Nobyto
OONOSNTHUTENBHYO MHGOpMauuto nonb3osatens. OrpaHnyeHne anuHel nong: 31 cuMBona pycckoro
andasuta unm 63 cumeon (6ykB unu undp) NaTUHULEN.

14. NpoBepka poTo (NO-yMONYaHWIO: BbIKMOYEHO). Mpu akTnBauumn gaHHOW YHKUUN B
MOMEHT 3arpy3ku dotorpacum nosnb3osaTtens byaeT BbINOMHATLCA cpaBHeHNe aobaBrneHHon
doTorpadumn ¢ yxxe umerLLMMnCA Ana novcka cosnageHnin. B cnyvyae obHapykeHust coBnageHunst
Oynet BbiIBeAEHO COObLLEHNE:!

Moateepaute aencreme Ha cTpaHuue 192.168.54.136

BHUMAHMUE!

dyHkuna MpoBepka hoTo formkHa ObITb akTUBMPOBaHa nepes 3arpy3kon goTo!
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Ina nobasneHus nonb3oBatens B 6asy Haxmute kHonky [CoxpaHuTb]. [JobaBneHHoe nuLo

oTpasuTcs B Tabnumue cnvcka nonb3oBaTenei.

12.3. NMouck no cnucky nonb3oBaTesnen.

I'Io-ymonanvno npun Bxoge Ha CTpaHuuy ynpasrieHUA CMUCKOM CNUCOK nonb3oBaTtenen nycrT.

YTtoObl OTO6p83VITb LI,OGBBJ'IeHHbIX nonb3oBartenen HeO6XO,EI,VIMO BOCIMOJ1Ib30BaTbCA (*)VIJ'IpraMVI Ha

naHemnn ynpasieHunsa CrinCKOM:

YNpaeneHWe CNMCKoM

Mpynnoeoe yoaneHue
Mowck

Mo yocnoswH v

Mo 1MgHK

Mowck NOETOPRKIWKMXCA HOMEDOE
Mok NOETOPRILMKCA KAPT A0CTyNa

Bcero goctynHo gBa meToda noucka nogen no cnucky M gBa MeToda noucka coBnageHun B

Oase:

1
2.
3

4.

Mo ycnoswuto.

Mo nmeHwn.

Mownck NOBTOPSAIOLLMXCS HOMEPOB.

Mowuck noBTOpPSAOLWMXCS KapT AOCTyna.

[Mounck no ycnoBuio] [aHHbIM NMOMCK COaepXuT cnegyowme punbTpbl:

YNpaesneHdue CnUCKoM

FpyNNoBOE YOaneHHe

Noucs

Mo yenogmo v
HauvansHoe spemMA

2020-053-25 00:00:00
HOHEJH0e BDEHA

2020-05-25 23:59:59

Twn

Boe v
Non

He yrazas v
BoapacT

0 - |100

HOoMep KapTel JOCTYNA
0

HavanbHoe Bpems 1 KoHeuyHoe BpemsA. Bbibop HauanbHOro 1 KOHEYHOrO BPEMEHMN
co34aHusa UnNu peaakTMpoBaHna nonb3oBaTenen. PaboTa ¢ kaneHgapém aHanorvyHa kak B pasgene
XypHan cobbITun.
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Tun. Beibop cnucka nonb3oBarenen:

1. benbin CNNCOK.
2. YépHbIn cnucok.
3. Bece.

Mon. Buibop nona nonb3oBatenen:

1. Myxckon.
2. KeHckun.
3. Bce.

B03paCT. Beoa gmManasoHa BO3pacTa nonb3oBaTenen.
Homep KapTbl AocTyna. Beon HOMEpPa KapTbl A0CTYMa NoJib30BATENA.

[Mouck no umeHun] daHHbI nonck cogepxuT none Ums, kyaa cnegyeT BBOAUTb UMS
nonb3oBartens. [lonyckaeTcsi YaCTMYHOE UK NOSTHoe coBnageHne. Pernctp 6ykB He yunTbiBaeTCs.

MoKnck
Mo MMeHK v

Krg

AnexcaHap b
Momck

[Mouck noBTOopsAOWMXCA HOMepoB] [JaHHbIA NOUCK OTOOpaXxaeT nonb3oBaTenen ¢
O[VHAKOBbLIM NAEHTUDPMKALMOHHBIM HOMEPOM.

[Mouck noBTOpsAOWMXCA KapT gocTyna] [JaHHbI nonck oTobparkaeT nonb3oBaTesnen ¢
OAMHaKOBbIM HOMEPOM KapTbl AOCTyna.

Haxmunte kHonky [[onck] ons BeinonHeHWst noncka no 6a3e nonb3oBaTtenen. HangeHHble
nuua oTpasaTcd B Tabnuue cnncka nonb3oBaTenen.
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12.4. T'pynnoBoe yaaneHue nonb3oBaTenen.

AkTrBauusi pyHKUMM rpynnoBoe fobaBneHne nonb3oBaTenen NPoMcXoauT Nno yCTaHOBKe
hnaxka FpynnoBoe yaaneHue B NaHenu ynpasneHus CrMCKOM:

¥YNpaeneHne cnUcKomMm

TpynnoBoe yaanedue &

‘ BrifpaTe ‘

‘ OTMeHA ‘

‘ Yaanute ‘

—J1Ba¥ bl WEeNKHATE No
CNMUCKY M/TH HaMMHMTE

“CNUCOK Ha cTpaHuue"”

Mepepn ycTaHOBKOW hnaka AormkeH OblTb Npon3BenEH He HyneBon oTbop nonb3oBaTenen no
dunbTpam.

,D,aHHaFI beHKLI,VIFl no3BondeT yaanunuTtb BCe Ui 4acCTb U3 OT06paHHbIX (*)VIJ'IprOM 3anucen.
|_|pl/l aKTmBauunmn cbna>|<|<a prnnOBoe yaaneHue Ha naHenu ynpasiieHNA CrMCKOM NMOABIIAKOTCA 3
KHOMKMW:

1. BbIbpaTtb. Boigensiet Bce n3 oTobpaHHbIX 3anucen angd nocneayoLero yaaneHus.
2. OtmeHa. CHMMaEeT BblaeneHne ¢ 3anncen.
3. Ypanutb. BoinonHsaeTt yganeHune BblgeneHHbIX 3anmcen.

BHUMAHMUE!

YpaneHue 3anuncen npouncxognT ©6e3 BO3MOXXHOCTU nocneaywLwiero BOCCTaHOBIIEHUA. YaanéHHble 3anmcu

He 0T06pa>|<a+0Tc;| HU B KaKMX CNucKax.

JlononHUTENLHO, BbIAENATL 3aMMCU MOXKHO MO OAHOW. [IBOMHOWM KNWK Mo 3anucu B Tabnuue
NO3BOSET BblAENUTb KOHKPETHYIO 3anNnCb UMW CHATb BblaeneHune. Npun 3Tom, BblAeneHHble 3anucu
MapKUpYTCA KpacHbIM LIBETOM, a He BblereHHble — OCTalTCA cepbiM. B npumepe Ha pucyHke Huxe
3anmcn 1 n 3 BblaeneHsbl, 3anucb 2 He BblaeneHa:
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BekUARD CucteMHble —. HacTponku e XKypHan am JKYPHan

SAFETY B SECURITY ! HachOﬁKH none3oBatenen == 3axBarta @D nNpoxoaoB

23S Ynpaenenne cnnckom

> Tpynnosoe fodaenexue

Benbii cnucoK Axgpeir C Myxcoi 2020-05-22/09:19:10

Bcero 3 sanvcert Texylwue 3 sanuced [lepsas cTpadvua [peapiaywas cTpaqdua |11 v | Cneayiowas cTpaddua [ocneaHss cTpaHMua -
] 3

12.5. 'pynnoBoe aob6aBneHue nonb3oBaTenen
Ctpannua rpynnoBoro gobaBneHus nonb3oBaTenen OTKPbIBAETCS MO HaXKaTUHO  KHOMKM
[FpynnoBoe po6aBneHue] B MEHIO HACTPONKM Nonb3oBaTtenen. PyHkunsa nos3sonset JobasuTb rpynny

nonb3oBartenen B 6asy ogHon onepaunen. BHelHWin Bug cTpaHuLbl NOKa3aH Huxe:

BELUARD CuUcTeMHEle =, HacTpoiiku XKypHan = XKypHan
o B Sy HacTPOWKK nones3oBarenei @ 3axBara &0 poXoaoes

Homep KapTsl -
Mon Wzobpaxekne Bpems perucrpauun [aTa poxaervs
=g YNpaBneHne CNUCKOM ApcTyna uae

3 Ynpasrnierue cruckom

Bcero 0 3anucedi Texywwe 0 sanuceii Mepsan cTpanvua Npeawaywas crpammua |00 v | Cneayiowas crpasmua Mocnedwss cTpadiua

Mona B Tabnuue CO CNMCKOM MNONb3OBaTeENlen aHanormyHbl Kak B pasgene YnpasreHue
CIMUCKOM.
MaHenb ynpaBnenuns rpynnoBbiM AobaBneHmem, pacrnonararwasaca Ha AaHHOW CTpaHuue B

npa|30|7| 4acCTu 3KpaHa, Noka3aHa oTAeSIbHO:
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Mpynnosce gobaBnenwne

| OBHOEWMTE ‘

| WMnopTt ‘

—JIBaM{(bl WEJIKHWUTE Mo
CMUCKY ANnA

penlakKTUpOBaHHA

Manenb CoaepPXNT ABe KHOMKU:

[O6HOBUTL] HaxxaTne KHOMKM BbINOSTHAET OOHOBNEHME Tabnuubl Nofb30oBaTeENeN.
[MUmnopT] OTKpbIBaEeT NaHenb 3arpy3ky nonb3oBatenen. BHelwHWi Bug naHenu
NpeAcTaBfeH Ha PUCYHKE HUXE:

3arpy3vTe hoTo X

BribepuTe dhain Bred F.jpg,Leo D.jpg, Women ¥.jpg Q6zop

Twn | Gensii cncor v Twn cndcka | MoCTOAHHLIA ¢ v
NMpoeepka GoTo
MeTog redepauvy | Homep odwero v

HOMEpPE KapTsl

HoMep KapTel

[y

3arpyanTh

JaKpLITh |

,D,OCTyI'IHbI cnepyrowme nonda and 3anosfiHeHuaA npu rpynnosom ,D,O6aBJ'IeHI/1I/I nonb3oBaTeneu:

1. O6nactb 3arpy3ku ¢otorpacdmumn. O6a3atensHO Anda 3anonHeHus. lNossonseT BoibpaTb
00 64 doTo hannos ¢ nsobpaxeHnem nuua Yenoseka ang 3arpysku. lonyctumbli opmaT pUCyHKa:
JPEG unu PNG (6e3 npospadHoro coHa). MakcumanbHbIi paamep pucyHka: 1 merabant.
PekomeHayembIi MMHUManbHLIA pa3Mep nuua Ha 3arpyxaemom ¢oto: 160x110 nukcenen.
BHUMAHUE!
HonyckaeTtcs 3arpy3ka coTtorpadmii B paspelleHnn 6onblue nnv MeHblle ykasaHHoro. [Mpu 3arpyske
doTorpacun ¢ GonblMM paspelleHneM pasmep goTorpadum GygeT ONTUMU3MPOBAH BO BHYTPEHHEN
namsaTy Jo pekomeHgyemoro. Mpu 3arpyske cotorpadun ¢ MeHbLUMM paspelleHnem ByaeT yMeHblIaTbCs

MaKCcumarnbHada 0anbHOCTb pacno3HaBaHUAa nuua.
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Ans 3arpyskun dotorpacdun HaxmuTe [0630p] 1 BoibepuTe hannsl doTorpadun Ans 3arpysku
B NOSIBUBLUEMCS OKHE.

2. Tvin.

3. MpoBepka ¢oTo.

4. MeTop reHepauum HoMmepa KapTbl.
5. Homep kapThbl.

6. Tvn cnucka.

Onucanne nonen 2-6 aHanorM4HoO kak B pasgene JobasneHve nonb3oBaTens.

Ona pobaeBneHnss nonb3oBatenen B 6ady HaxmuTe kHonky [3arpys3umTb]. [locnegHue

nobaBneHHble Nuua oTpasuTcs B Tabnuvue cnucka nonb3oBaTenen no HaxaTtunio KHornku [OGHOBUTL|
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MnaBa 13. XKypHan 3axBaTta

CTpaHuua 3anucei xypHana 3axBaTta nokasaHa HUXe:

BeWARD CucremHble —, HacTpouku @ Kypxan am KypHan

EREerva LEclaITY HaCTPOWKM nonb3oBateneil 2 3axeara & [IpoXo0B

13 2020-05-25/11:06:35 OBpaboTaHo 36.2°C

12 2020-05-25/11:06:28 ObpabotaHo

11 2020-05-25/11:06:21

ObpaboTaro

10 2020-05-25/10:24:39 0O6pabotaHo

9 2020-05-25/10:22:18

O6paboTtaHo

Bcero 22 3anuceit Tekywwe 20 3anucer [epsas cTpannua MNpeablaywas cTpanmua |12 v | Cneaylowas ctpaduua [ocnenHAs CTpaHvua v

MaHenb novcka, pacnonararoLLascsa Ha JaHHOW CTpaHuLLe B NPaBoi YacTu 3KpaHa nokasaHa

OoTAes1IbHO!:

ypHan 3axBaTa nuL

Bpems Havyana
2020-05-25 00:00:00

BpeMA OKOHYAHWA
2020-05-25 23:59:59

MNoMcK

LEnKHWTEe gBaM{dbl Ha
3anuch, YToObI
no0aBUTL B CNHUCOK

nonb3oBaTenem

B npaBom HWxXHeM yrny Tabnuubl cnucka norib3oBaTenen HaxoanTCa NaHenb HaBUraumm rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HazHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[aHHag cTpaHvua npegHasHavyeHns Ans oTobpaxeHnst Cnnucka He 3aperncTpupoBaHHbIX B
6a3se nuu, 3axBavyeHHbIX kKaMepon TepMmuHana. [JononHNTEnNLHO, Yepes AaHHYK CTPaHWLY BO3MOXHO
pobaBnaTL nonb3oBaTenen B 6a3y ycTponcTaa.

Tabnvua co cn1ckoM nonb3oBaTenelt COAePXXUT CNeayHoLLne KONOHKMU:

1. Howmep. OTobpaxeHne NnopsagKkoBOro HoOMepa 3anncu B XXypHare.
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Bpewmsa. OToGpaxeHne BpeMeHn 3axBarta nuua.

®PoTo. OTOOpaxeHne hoTo 3axBa4YE€HHOro nmua.

Cratyc. OToGpaxeHune crtatyca 3anucu (o6paboTtaHo).

3HauveHue Temnepartypbl. OTOOpaxxeHe 3Ha4YeHNa TemnepaTypbl YENOBEKA B Crlyyae, ecnm
4YenoBeK NPOLLEN BepudmKaumio No TemnepaType (TonbKo ANA TePMUHANOB C
onpeaeneHuem Temneparypbl).

abrown

[IBOMHOWM KWK MO 3annucu B XXypHarne no3sonset ob6aBuTb Nofb3oBaTeNis C 3aXxBa4YeHHON
doTorpadhmen B 6asy. NMpn 3TOM OTKpbIBaETCA OKHO JobaBneHMsa nonb3oBaTtens. BHeWHWN B1g OKHA
1 JOCTYNHbIe ANS 3anofiHeHUs Nons onucaHel B pasgene JobasneHve nonb3oBarens.

Mo-ymonuyaHuio Npu BXOAEe Ha CTpaHuLy XXypHamn He oTobpaxaeT 3anucu. [NaHenb nowvcka
no3BonsieT BbiGpaTb BPeMEHHOW Nepuoi, 3a KOTopbI OOIMKeH ObiTb OCyLLecTBNEH nouck. PaboTa ¢

KaneH,u,apéM aHalorm4yHa Kak B pasgerne XypHarn cobbITUI.
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MnaBa 14. XXypHan npoxoaos

CTpaHuua 3anncei xypHana npoxoAoB NnokasaHa Huxe:

BGWARD CucremHbie -, HacTponku @ XKypHan am KypHan

T ielaieey == HacTpoWKmn nonb3oBaternie £ 3axsara @0 NpoXoAoB
D Bpems ®oTo 13 Gazbl @070 C KaMepsl Cratyc CxoacTeo Wnms Huzsgr:;';m Mon [Nata poxaeHus Homep * =
19 2020-05-25/12:04:09 I OTKpsITO 90.8 423423 32423 MysxcKoit 2000-01-01
18 2020-05-25/12:04:02 I OTKpsITO 90.3 423423 32423 Myxcxoi 2000-01-01

|
17 2020-05-25/12:03:55 \ OTKpsITO 91.7 423423 32423 Myxcxkoi 2000-01-01
16 2020-05-25/12:03:48 l OTKpsITO 95.3 423423 32423 Myxcxoit 2000-01-01
1
15 2020-05-25/11:36:14 O7KpeITO 95.1 423423 32423 Myxckoit 2000-01-01
Bcero 10 3anuceit Tekywwme 10 3anucert Mepsas cTpasuua Mpeapiaywas CTpaHMua nov Cnenylouwas cTpaqvua Mocnenxas CTpaHMUa v

MaHenb noncka, pacnonararLwasncs Ha JaHHOW CTpaHuLe B NPaBoK YacTu aKpaHa nokasaHa

OTAEenbHO:

YDHAN NPOXCA0E

MeTog noncka

| [MOWCK N0 YCAOBKAM v |

BpeMa Hadana

12020-05-25 00:00:00 |
Bpema OKOHYaHMA

[2020-05-25 23:59:59 m|

CraTyc

|Elce '|

Mon

|He ykazaH v |

BozpacT

0 - |100 |
HoMep KapTel 4ocTyna

o |

| Mowck |

B npaBom HWxHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoauTCca NaHeNnb HaBUrauum rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HasHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[aHHas cTpaHuua npegHasHavYeHnsa ang oToopaKeHnst cnvcka nonb3oBaTtenemn, NpoLleaLmnx
Bep1dpUKaumio (CoBepLUMBLUNX NPOX0L).

Tabnvua co cnnckoM nonb3oBaTenelt COAePXUT CNeayHoLLne KONMOHKMU:
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N ogsrwdE

8.
9.

10.
11.
12.
13.
14.
15.
16.

ID. OTobparkeHne NopsagKoBOro HoMepa 3anuncu B XXypHarne.

Bpewms. OTobpaxkeHne BpeMeHM COBEPLLEHUS Npoxoaa.

®doT0o u3 6a3bl. OTobOpaxeHne poTo Nnonb3oBaTens na 6asol.

®doTo ¢ kamepbl. OTOGpaxeHne HOTO NMLA, 3aXBa4YEHHOTO C KaMepbl TEPMUHanNa.
Cratyc. OTo6paxeHune cTaTtyca OTKpbITUSA OBEPW.

CxopcTtBo. OTOOpaxeHne kayecTBa CoOBNageHWs nmua ¢ 3TarloHHbIM.

Uma. OtobpaxkeHne mmeHn nonb3oBaTens vM3 6asbl. Ecnn BbibpaH pexum npoxoga 6e3
naeHTudukauum, To B JaHHOM nosne 6yaet ykasaH Tun sepudukauun: MASK, TEMPERATURE
unn MASK_TEMPERATURE (TonbKo Ans TepMMHanNoB ¢ onpeaerieHMeM TeMmnepartypbl).
Homep kapTbl goctyna.

Mon.

[Oata poxpaeHus.

Homep TenedoHa.

Tun.

Tun npgeHtTudukaropa.

NoeHTdMKALNOHHBLIN HOMeD.

Appec.

3HauveHue Temnepartypbl. OTobpakeHne 3Ha4YeHUs1 TEMMNepaTypbl YEnoBeKa B Criy4ae, ecnm
YyenoBek nMpPOWEN BepudUuKaumMio nNo Temnepatype (TONbKO AnNs TepMUHaNoB C

onpepeneHnemM TemnepaTypbl).

3HauyeHuns nonewn 8-15 cooTBETCTBYIOT NOMSIM B KAPTOUYKE NONb30BaTENSs U ONMCaHbl B pasaene
[JobaBreHne nonb3oBarens.

Mo-ymonyaHuio Npy BXode Ha CTpPaHULYy XXypHan He oTobpaxaeT 3anmcu. Ytobbl oTobpasntb

3anucy xxypHana Heobxo4MMo BOCMONb30BaTbCst PUNbTPaMM Ha NaHENN yrnpaBreHust CMCKOM:

HypHan Npoxoaos

MeTon nowcka

MoWck No yCnoBuam ¥

MowWck no yCcnoewAM
MowWck no MMeHH

Bcero goctynHo aBa MeTtoga noucka NpoxXo4os:
1. Mo ycrosuio.
2. [1o umeHwn.

[Mouck no ycnosuio] [aHHbIM MOUCK COOepXXUT cneayowimne ounbTpbl:

HauyanbHoe Bpems 1 KoHeuyHoe BpemsA. Bbibop HauyanbHOro 1 KOHEYHOrO BPEMEHN

Cco34aHus UNu pegakTMpoBaHus nonb3oBaTenen. PaboTa ¢ kaneHgapéM aHanornyHa Kak B pasgene
YKYPHan coobITUMN.

CraTtyc. Boibop cTaTyca oTKpbITUSA OBEPU:

1. Bce.

2. OTkpbITO.
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3. OrTkasaHo.

Mon. BeiGop nona nonb3oBatenen:

1. Myxckon.
2. KeHckun.
3. Bece.

Bo3pacT. BBog ananasoHa Bo3pacTta nonb3oBaTesien.
Howmep kapTbl goctyna. BBog Homepa KapTbl 4OCTyNa nonb3oBaTens.

[Monck no nmeHu] [aHHbIN nouck cogepxuTt none Umsa, kyaa cnegyeT BBOAUTb UMSA
nonb3osarens. [JonyckaeTca YacTU4HOe uUnu nosnHoe cosnagexHne. Pernctp 6ykB He yunTbiBaeTCS.

Mownck
Mo MMEHK v

[R5

PHEKcang 5| |

| Momck |

Haxmunte kHonky [ounck] ons BbinonHeHWUst noncka no 6ase nonb3oBaTtenen. HangeHHble
3anucm oTpasartcd B Tabnuue.
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MmaBa 15. PaboTa co CTOPOHHUMM KNTMEHTaMM
B cnyyae HeobxogumocTtu, Bbl MoxeTe nonyunTb OOCTYN K BWOEOMOTOKY MPU MOMOLLM
ctopoHHero RTSP-knneHTa. B kadectBe RTSP-knneHTOB MOXHO ucnonb3oBaTb RTSP-nneepsl
peanbHoro BpemeHu, Hanpumep: VLC, Quick Time, Real Player u T.4.
RTSP (Real Time Streaming Protocol — npoTokon nepegayv NOTOKOB B PEXMME peasibHOro
BpPEMEHM) £BMSeTCA MpUKNagHbIM MPOTOKOMNOM, MpefHa3Ha4YeHHbIM And  WUCNOoMb30BaHUA B
cuctemax, paboTtarowmx ¢ MynbTUMeama-gaHHbIMU U NO3BOSIAIOLNX KIUEHTY YAanéHHO ynpaBnsTh

NOTOKOM [AaHHbIX C cepBepa, npenocrtaBiiaAd BO3MOXHOCTb BbINOJIHEHUA KOMaHO, TaKMX Kak
«Ctapt», «Cton».

NMPUMEYAHUE!

I'IpM NOAKIMKOYEeHUN K KaMepe N3 CeTn VlHTepHeT CKOpPOCTb 3aBUCUT OT KaHalla gocTtyna.

[ocTyn K BMOEONOTOKY Yepe3 CTOpPOHHME RTSP-knneHTbl ocyllecTBnsieTcs npu nomMoLim
KomaHgbl: rtsp://<IP>:<PORT>/av<X>_<Y> rge:

e <|P>—|P-agpec kamepbl;

o <PORT> — RTSP-nopt kamepsbl (3Ha4YeHME No ymonyanuwo — 554.);

e <X> — KOMaHOa KaHana BugeonoToka. Hymepaumsa kaHanoB HayMHaeTcs ¢ Hons. IP-
Kamepbl UMEIOT TONbKO OAMH KaHan, No3ToMy Heobxoaumo ykasatb 0;

e <Y> — kOMaHga npodunsa sugeonoToka: 0 — OCHOBHOW NOTOK, 1 — anbTepHaTUBHLIN
MoOTOK.

Tun cxatma gna gaHHOro NOToKa 3a4aeTcs B HACTPOMKaX KOOMPOBaHUS.

Mpumep komaHAabl: rtsp://192.168.0.99:554/av0_0 — OCHOBHOM NOTOK.

Mpumep komaHabl: rtsp://192.168.0.99:554/av0_1 — AnbTepHaTUBHLIN NOTOK.

Mpumep KomaHAabl: rtsp://192.168.0.99:554/av1l_0 — YépHo-6enbln MOTOK.

NMPUMEYAHUE!

MoapobHo HacTpoika kogupoBaHust U RTSP onucaHa B pasgenax Kogumposanue n RTSP paHHOro
PykoBogcTtsa.
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MpunoxeHus

MpunoxeHue A. NapaHTUMHbIe 06A3aTenbCTBa

A1. Obwume cBegeHud

a) [lepen nogkniodeHnem oOOpyooOBaHUS HEOOXOOUMMO O3HAKOMWUTBCA CO  CXEMOMW
NOAKMOYEHNsI U PYKOBOACTBOM MO 3KCMyaTauum.

0) [Insa noBbIWEHNS HAgEeXHOCTN paboTbl 060pyAOBaHNS, 3alMTbl OT OPOCKOB B MUTAIOLLIEN
ceTn n obecneyeHns GecnepebOMHOrO MUTaHWS cnegyeT WUCMNONb3oBaTb CeTeBble PUMLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

A2. dnekTponuTtaHue

[omkHO cooTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykoBoACTBE MO 3Kcnnyataumm ans
KOHKpEeTHOro yctponcTsea. [Ans yCTpoOMCTB CO BCTPOEHHbLIM UCTOYHMKOM MUTaHUA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [Ina yCTpONCTB C BHELLIHUM CTabunmnampoBaHHbIM
aganTepoM NUTaHUSA — UCTOYHUK NuTaHna S5 B £5% unn 12 B £10% (HanpsxkeHve nynscaunmi — He
6onee 0.1 B).

A3. 3azemneHue

Bce ycTpoinicTBa, nmetowwme BCTPOEHHbIN BNOK NUTaHWS, 4OMKHbI ObITb 3a3eMreHbl NyTeM
NOAKMIOYEHNss K crneunanbHbiM  PO3eTKaMm  3MEKTPONUTaHus C  3a3eMSieHMeM WNn  nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMst Kopriyca, €CnM Ha HeM npeaycMOTPeHbl crneumanbHble
KpenexHble 3nemMeHTbl. 3a3eMneHne 3neKTPOonpPOBOAKM 30aHUSA OOIMKHO ObiTb BbIMNOSIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX OnokamMu NUTaHUA W aganTepamMn Takke OOMKHO ObiTb 3a3eMneHo, ecnu 3To
npeaycMOTPEHO KOHCTPYKLMEN KOpyca U BUIKM HA LUHYpe NuTaHus. MOHTaX BO34YLUHbIX NIMHUIA
anekTponepegayn M NUHWA, NPOKNaAbIBAEMbIX MO HAPYXHbIM CTEHaM 34aHWMN U Ha 4yepaakax,
AOIMKEH ObiTb BbINOMHEH 3KpPaHMPOBaAHHLIM Kabenem (Mnv B MeTanmnopykaBe), U NIMHUN AOMKHbI
ObiTb 3a3emneHbl C [OBYX KOHUOB. [lpuyem, ecnu OAMH KOHEL 9KpaHa noaknovaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMIleHusl, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuo Yepes

paspsgHKIK.
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A4. MonHuesawmTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUuMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. NMpwn npoknagke BO34YyLUHbIX IMHWA U [INHWIA, MOYLWNX NO HApPYXHOW CTEHE 34aHuin
1 NO YepAayvHbIM NOMELLEHMAM, HA BXOA4ax 000pyaoBaHUS AOSMKHbI ObITb YCTaHOBMEHbI YCTPOWCTBA

MOJTHMe3alunThI.

AS5. TemnepaTtypa 1 BNnaXXHOCTb

MakcumanbHble 1 MUHUManbHbIE 3HAYEeHUs TemnepaTypbl JKCnnyaTtauum nu XpaHeHus, a
TakKke BNaXHOCTW, Bbl MOXeTe NOCMOTPETb B TEXHUYECKOM ONUCaHWUM KOHKPETHOro 06opyaoBaHus.
MakcumanbHas pabovas Temnepartypa — 3To TemnepaTypa, Bbllle KOTOPON He OOIMKEH HarpeBaTbCH

Kopnyc yCcTpowncTBa B npoLecce AnuTensHon paboThbl.

AG6. PasmelleHue

Ana BeHTUNAUMM ycTponcTBa HEOBXOAMMO OCTaBUTb Kak MMHMMYM no 10 cm cBoGogHOro
npocTpaHcTBa no bokam.

MecTo anga pasmeLleHnss 060pyaoBaHNs OMKHO OTBeYaTb Crieayowmm TpeboBaHnsMm:

a) OrcytctBME B BO3gyxe nNapoB Bnarm (B COOTBETCTBMM C  3asiBNIEHHbIMU
XapakTepucTkamm), arpecCuBHbIX cpes.

0) 3anpellaetca pasmellaTtb Ha 060pygoBaHUN NMOCTOPOHHME NMpeaMeThl U NepekpbiBaTb
OTBEPCTUS MUKPOOHA, AMHAMMKA, KaMepbl.

B) 3anpeLlaeTcsa 3aKkpbiBaTb BHELLUHME NMOBEPXHOCTU 060pyaoBaHMS (Tak Kak 3TO HapyLwuT

TemnepaTtypHbI pexum paboTbl yCTPOMCTBA).

A7. NMopgknro4veHue nHtepcencos
O6opyaoBaHne AOMKHO NOAKMNIOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIEHHbIX MHTEPdENCOB.

A8. NapaHTUHbIE 0bs3aTenbCcTBa

OO0 «HIMMN «beeapa» He rapaHTupyeT, 4YTO obopynoBaHue GyaeT paboTaTb LOMKHbIM
00pas3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMeEHeHUs, U He AaeT HUKaKOW rapaHTum, 4To
obopynoBaHue obaszaTtenbHo OygeT paboTaTb B COOTBETCTBUM C OXMAAHUSMWU KIMEHTA Mpu ero
NPUMEHEHUN B CNELMEPUIECKMX LIENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUIAHbIM 0bsi3aTenbCcTBaM Npu
NOBPEXOEHUN BHELLIHMX MHTepdercoB obopynoBaHus (CeTeBbIX, TeNeOHHbIX, KOHCOSbHbIX U T.M.)
1 camoro ob60opyaoBaHUs, BO3HUKLIEM B pe3ynbTaTe:

a) HecobGnoAeHNs NpaBU TPAHCNOPTUPOBKM U YCIIOBUIA XPaHEHWS;
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0) dhopc-maxkopHbIX 0BCTOATENBLCTB (TAakUX Kak noxap, HaBogHEHWE, 3eMreTpsicCeHne 1 ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHW MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm,;

) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLUNBKE;

[) NCNONb30BaHNA He NO Ha3Ha4YeHuIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX U WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napaMmeTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npeayCcMOTPEeHbl TEXHMYECKON cneundukaumen Ha gaHHoe obopyaoBaHue;

)K) BO34ENCTBUS BLICOKOrO HanpsaXxeHus (ynap MOJTHUUN, CTaTUYECKOE AJNTIEKTPUHECTBO U T.I'I.).
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MpunoxeHune b. NpaBa u noaaepxka

B1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBaA, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna mMoryT 6biTb n3MeHeHbl 6€3 NpeaBapUTENbHOrO YBEAOMITEHUS.

BEWARD gasngetca 3apernctpupoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

B2. OrpaHu4yeHne OTBETCTBEHHOCTU

OOO «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTHble cpeacTBa OyayT paboTtaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHMAX, U He [aeT rapaHtui v npeacTaBneHun,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mcnonb3oBaHuM B crieundmyecknx uensax. OO0 «HIM «besapa»
NPUoXnno Bce ycunus, 4tobbl caenatb 3T0 PykOBOACTBO MO 3KCnyaTtauun Hanbonee ToOUHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM3OLLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactn PykoBogcTBa nNo aKkcniyataumm M3MeHAeTCca U AONOSHAEeTCA
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro ysegomrenna. OO0 «HIIM «beapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTU 3a Mobble MOrpelHoCTH, KOTopble MOryT coaepXaTbCs B 3TOM
PykoBogctee. OO0 «HIIM «beBapa» He GepeT Ha cebsi OTBETCTBEHHOCTU U HE OAeT rapaHTui B
BbIMycKke OOHOBMEHWUA WUITM COXPAHEHUN HEU3MEHHOW KakoW-NIMOO WHOpMaLMM B HACTOSILLEM
PykoBoacTBe Mo akcnnyaTauum, U ocTaBnsieT 3a cobOOoM npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTBO w/unu B mn3genusl, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npeasapuTenibHOro
yBegomMmnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBe MHGOPMauUuio, KOTopas siBNsieTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, Mol 6yaem Bam kpaliHe npuaHaTesibHbI

3a Bawwu KOMMEHTapuUn n npearnoxXeHn4.

B3. Npeaynpexaenna FCC

3710 060pynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMNETBOPAOLWLMM TpeboBaHNAM
NoNOXeHUsT O LNUMPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepansHon komuccun no ceasm (FCC). Otn orpaHudeHus 6binv paspaboTaHbl B Lensx
obecnevyeHns 3awWnTbl OT BpeOHbIX MOMEX, KOTOpble MOryT BO3HWKaTb MNPW MCMOSNb30BaHUN
obopyaoBaHMsi B KOMMEpPYECKMX uensax. OTo obopyaoBaHMe MOXET u3nyyaTb, reHepupoBaTb U
MCNoNb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHue 6yger
YyCTaHOBIEHO W/vnu BygeT MCnonb3oBaTbCA C OTKMOHEHMAMU OT HacTosiwero PykoBoacTBa, OHO

MOXeT OKa3blBaTb BpegHoe BO3ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHoOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntoaen. B atom cnyyae Bnageney 6ynoeTr ob6sisaH uUcnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOW CYET.

B4. NpeaynpexpeHue CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

B5. Noanepxka
Ona nHpopmaumm OTHOCUTENBHO CcepBuCa W MOAOEPXKKW, MNOXanynucra, CBSXXUTECH C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHvemM B cnyxby TexHUYecKorM noaaepXKku, noXanymcra, noaroToBbTe
cnegyoLyo MHopMaumio:

e TouyHoe HaumeHoBaHue u IP-agpec Bawero o6opygoBaHus (B cnydae npuobpeTterus IP-
obopynoBaHus), gata MOKymMKu.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcusa npowmBkm 1 Yepes kakoe obopyaoBaHme paboTano yCTponCcTBO, KOrga BO3HUKNA
npo6nema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

Uem nonHee Oypet npencraeneHHas Bamu mHdopmauma, Tem ObicTpee cneumanucTbl

CEPBUCHOIO LUeHTpa CMOoryT nomMo4b Bam pewnTb npo6nemy.
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MpunoxeHune B. Mnoccapun

Authentication / AyteHTudmkauma — npoeepka nNpuHaLMEXHOCTU CyObeKTy aocTtyna
npegbsBEeHHOro UM uaeHTMdukaTopa; noaTeepxaeHne nognuHHoctn. OguH mM3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOUT BO BBOAE Ballero Monb30BaTeNbCKoro
naoeHTndukaTopa, B MNpoOCTOpeYnn HasbiBaemoro «JormHom» (login — pernctpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW UWHOpMaUMM, 3HaHUEe KOTOpPOW
obecneunBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NONb3oBaTeNEM fOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOEe XpaHUTCA B cneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTtesid B CUCTEMY.

APl (Application Programming Interface) - onucaHue cnocoboB (Habop knaccos,
npoueayp, MYHKUNUA, CTPYKTYP UIN KOHCTaHT), KOTOPLIMW OfHa KOMMbIOTEPHAs nporpamMmma MoxeT
B3aMMOAENCTBOBATL C ApYyron nporpamMmon. Yacto peanusyetcss OTAENbHOW MNPOrpaMMHON
OMbnnoTekon unIM CEPBUCOM OMEpPaLMOHHOM CUCTEMbI. Mcnonb3yeTca nporpaMmMmmctaMmym npwm

HanncaHmm BCEBO3MOXHbIX I'IpVIJ'IO)KGHI/IVI.

Base64 - ctaHgapT KOAMPOBAHWSA ABOWYHbLIX AAHHbLIX MPU NMOMOLLM TOSbKO 64 CMMBOMOB
ASCII. AndaBnt KOOUPOBaHUA cOOEPXUT naTUHckue cumponbl A-Z, a-z n 0-9 (62 3Haka) n 2
AONOMHUTESNbHBIX CUMBOMA, 3aBUCALWMUX OT cuctembl peanusaumn. Kaxgble 3 ncxogHbix 6anTa
Koaupytotca 4 cumsonamu (yBenuyeHue Ha V3). [laHHbI CTaHgapT NpUMEHSAeTCs Ans KoaupoBaHus
GuHapHbIX hannos, HanNpMMep 4Ns NnpeacTaBneHns n3odpaxennn opmata JPEG n PNG B TekcTe

nmMcbma.

Bitrate / Butpent (CkopocTb nepeaa4m AaHHbIX) — OyKBanNbHO, CKOPOCTb MPOXOXAEHMUS
OuTOB MHGOpPMaunn. BUTPENT NPUHATO MCNONb30BaTh NPU U3MepeHUn 3PPEKTUBHOM CKOPOCTH
nepefayun MHpopmaumm no KaHany, TO eCTb CKOPOCTM nepefayun «rnonesHon wnHgopmaumm»

(moMMMO TakoBOW, MO KaHany MOXET nepeaaBaTbCs crnyxebHas nHopmauums).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKU, KOMMNEHcaums
3agHero cBeTa). TUMMYHLI NPUMEP HEOOXOAMMOCTU MCMONb30BaHUSA: YEnoBeK Ha (DOHe OKHa.
ONEeKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLYyH0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun yepe3 obbekTnB. COOTBETCTBEHHO, Manas durypa yernoBseka Ha GOMbLLIOM

CBETNIOM (pOHE OKHa BbINbLETCHA B UTOre "3acBeTkon" BCen kapTUHKK. BkntoyeHne dyHkumm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty adBTOMATUKN KaMepPblI.

BMP (Bitmap Picture) —oguH 13 nonynapHbix rpauyecknx opmaToB, NpUMEHSeMbIN ANs
XpaHeHns pacTpoBbIX u3obpakeHun. dopmat paspabotaH komnanuen Microsoft. dopmat BMP
ABNAETCH He cXaTblM n3obpaxeHueM, NoaToMy msobpaxeHus dpopmata BMP umetoT GonbLumnn

06bém B cpaBHeHun ¢ JPEG.
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CGl (EpuHbin  wno30BbIM  uHTepdenc) — cneuudomkauus, onpegensawowas
B3aumopgenctene web-cepsepa c¢ gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepxawasn dopmy, MoxeT ucronb3oBaTb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4veckomn
KOHdUrypaumm ysmna) — 3TO CEeTEeBOW NPOTOKOS, MO3BOSISIOWMNIA KOMMbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrme napametpbl, Heobxoaumble ond pabotel B cetn TCP/IP. daHHbI
npotokon paboTtaeT no MoAenu «KNMeHT-cepBep». [nNsi aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KNMEHT Ha 3Tane KoHdurypauum CceTeBoro YycCTponcTBa obpallaetca K Tak

HasbiBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

Facility code — kog nomewenus. MNMpumenntenoHo Kk RFID naeHtudgmkauumn, obosHavaeT
obwyo ana rpynnbl KapT [OCTyna 4acTb Koda, MO NpefHa3Ha4YeHuto onpeaensiollyto Ko

NOMeLLEHNA (30HbI).

G.711 — craHgapT ana npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek
co3gaét notok 64 Kout/c. B pamkax G.711 cywecTByeT ABa pasnuyHbIX anroputma cxartums: Mio-
3akoH (P-law, G.711U) n A-3akoH (A-law, G.711A).

Gateway / MexceTreBOM W3 — MEXCETEBbIM LUMIO30OM SBISIETCSA CETb, KOTopas
OENCTBYeT B KA4YeCcTBe TOYKM Bxoda B ApYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMMblOTEPA, OENCTBYIOWNIA B KAYECTBE MEXCETEBOIrO LWSKO3a, 3a4acTylo Takke OENCTBYET U B
KayecTBe MpPOKCU-CepBepa U cepBepa ceTeBOMW 3alnTbl. MexceTeBOW LUM03 YacTo CBSA3aH Kak C
MapLLPYTU3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEeBOW LUMK3, TaK U1 KOMMYTaTOPOM, KOTOPbIA NpeaocTaBnseT UCTUHHBIN MapLupyT B U U3

MeXXCceTeBOoro wn3a and AaHHoro nakeTta.

H.264 — 3T0 MeXayHapoaHbI CTaHO4apT KOAMPOBaHWUS ayavmo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbIM CTaHAapT COAEPXUT pan HOBbIX
BO3MOXHOCTEMN, MO3BONAIOLWMX 3HAYUTENBHO MNOBBLICUTL 3A(PPEKTUBHOCTL CXaTus BMAEO MO
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUy MMBKOCTL MPUMEHEHNs B pa3HOObpasHbIX ceTeBbIX cpefax. Mcnonb3yetcsa B LMdpOBOM

TenesungeHun Bbicokoro paspewerns (HDTV) n Bo MHOrmx apyrmx obnacrsix LmpoBoro Buaeo.

H.265 — 9T0 MexayHapoAHbI cTaHO4apT KOAMPOBaHWUS ayavo UM BUAeo, (Apyroe Ha3BaHue
‘High Efficiency Video Coding' nnn HEVC). OaHHbin chopmaT Buaeocxkatus aBnsetcs bonee
a(ppeKkTNBHBIM anropuTMom Mo cpaBHeHuo ¢ H.264/MPEG-4 AVC. PekomeHpauusa crtaHgapTa
pa3spaboTaHa B CBA3U C pacTyLen NnoTpebHOCTLIO B Boree BbICOKOM CTEMEHN CXaTus ABWMKYLLUNXCS

N300paKeHnn Ans camblX pasHbIX MPUIIOXKEHWIN, TakMX Kak noTokoBasi nepepada B MHTepHeTe,
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nepegada daHHbIX, BUOEOKOH(EpPeHU-CBA3b, UNQPOoBbIE 3arnoMuHaoWMe yCTponcTBa W

TeneBsnM3noHHOE BellaHue.

Heartbeat-coobweHue — 3T0 NEPUOONYECKUIA CUTHAT, FTEHEPUPYEMbIN YCTPOMNCTBOM ANS
MHOMKaumm HopmanbHonm pabotbl. ObbiMHO heartbeat nepepmaetca mexgy ycTponctBamu uvepes
perynspHble NPOMEXYTKN BpeMeHN NPUBNn3nTenbLHO B HECKONBbKO CekyHA. Ecniv koHevHas Tovka He
nony4aet heartbeat B TeyeHne onpegeneHHoOro BpeMeHn — 0bbl4HO 3TO HECKOSNbKO UHTEpBasoB
heartbeat — yctponcTBo, koTopoe AomkHO Gbino nocnate heartbeat, cuntaetcs sbiwegwmm n3

cTposi.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepna4m runeprekcra) — ato Habop
npaesun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumun, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama dannammn) B cetu. NpoTokon HTTP gaBngeTca NpOTOKONIOM BbICLLErO YPOBHSA B
cemerictBe npoTokonos TCP/IP. B gaHHOM npoTtokone nobor naket nepegaeTca A0 NOnyvYeHus

noaTeepXxgeHma o ero npasuiibHOM npuneme.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beauHeHHOW rpynnbl
aKkcnepTtoB B ob6nactu doTtorpadmm) — onuH M3 nonynspHbiX rpagudeckmx copmartos,
NPUMEHSEMbIA AN XPaHEeHUs hOTON306paKeHM N NogOoOHbBIX UM n3obpaxeHui. Mpn co3gaHnn
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaTKs (T.€. CaMOM BbICOKOM KayeCcTBe) yBenmynBaeTcs

obbem hanna, cywecTByeT BbIOOp MexXay Ka4eCTBOM n3obpakeHus u oobemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KonM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

MAC-agpec (Media Access Control address / AnnapaTtHbi agpec yCTpoMcTBa) — 3TO
YHUKanbHbIA naeHTudmkaTop NpUcoeamMHEHHOro K ceTn yCTPOMCTBA UMK, TOYHee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYH TOYKY. OTOT NnapamMeTp 0ObIYHO
ncnonb3yeTtcsi, 4ToObl NpPeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AoimkHa paboTtaTtb Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO BUAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOpPOro SBMSIETCS CXaTMe KaAoro OTAENbHOro Kagpa BMOEOonoToka C MOMOLLbK anroputma
ckatna wusobpaxenHmn JPEG. lMpun cokatum metogom MJIPEG wmMexkagpoBas pasHuua He

y4ynTbiBAeTCA.

NTP (Network Time Protocol / lNpoTokon CUHXPOHM3aALUN BpPEMEHU) — CeTeBOW
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHU C ucnonb3oBaHueM ceter. NTP ucnonbsyet ans cBoew

paboTtbl npotokon UDP.
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Port / TMopT - woeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbIA pPECYPC, BbIAENSEMbI
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINONIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM Yucne C APYrMMU NPUIOXKEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-cepBEPHON MOAENUN NPUNOXKEHNe MO0 OXXMAaeT BXOAALWMNX AAaHHbIX NN
3anpoca Ha coefuHeHue («cnywaet nopT»), NMBo nocbinaeT gaHHbIe UK 3anpoc Ha cCoeduHEeHne

Ha M3BECTHbLIN NOPT, OTKPbLITbIA NPUITOXKEHNEM-CEPBEPOM.

RFID (Radio Frequency ldentification/ paguo4acTtoTHaa umaeHTudukaumsa) — cnocob
aBTOMaTUYECKON uAeHTUdUKauMm OObEKTOB, B KOTOPOM MNOCPEACTBOM  PaavOCUrHanosB
CYMTBIBAIOTCA WNW  3anuCbiBalOTCA [aHHble, XpaHswumecs B Tak HasbiBaeMbix RFID-meTkax
(voeHTMdumkaTopax). RFID aBnsetcs Haubonee LWIMPOKO  pacnpOCTPaHEHHbIM  METOAOM

I/I,El,eHTVIdJMKaLI,VII/I npu opraHn3aumm CUCTeEM KOHTPOIA AOCTyna.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA MPOTOKON B peXume peanbHOro
BpeMeHMn) — 310 npoTtokon IP ana nepefayv gaHHbIX (Hanpumep, ayavo vnv BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocuT B CBOEM 3arofnioBke AaHHble, Heobxoanmble 4ns
BOCCTAHOBIIEHUSA rofloca Unu BuOeons3obpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
kogupoeanunsa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarwTcs BpEMEHHasa MeTka M HOMep nakeTa. OTU napamMeTpbl NO3BOSIAOT MPU MUHUMASbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [OEKOOMPOBaHMSA KaKOOro naketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoTokona TPaHCNOPTHOro

YPOBHS, KaK NnpaBumnio, ucrnonbayeTtcsa npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepeanayn NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NPOTOKOS YNpaBneHnsi, KOTOPbIN CIYXUT OCHOBOW A5 COrnacoBaHns
TPaHCMNOPTHbLIX NPOTOKOSIOB, Takux kak RTP, MHOroagpecHom unn ogHoagpecHon nepegayn u ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MoxHO paccmaTpmBaTb Kak nynbT ANCTAHUMOHHOMO
ynpaBneHnss NOTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm MynbTumeana. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayectBe cTaHAapTHOrO NpoOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SIP (Session Initiation Protocol) - npoTokon nepefayn AaHHbIX, ONUCbLIBAKOLWLNA cnocob
YCTAHOBKM W 3aBEpLUEHN MOfb30BaTENbCKONO WHTEPHEeT-CeaHca, BKNtovarowero obmeH
MYyNbTUMEANNHBIM cogepXumbiM. MNMpumeHsaeTca anga ceasun B IP-TenedoHuun, opraHmsaumm Bugeo-

N ayanokoHdEepeHLMIA.

Shutter / OnNeKTPOHHLIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIN MNO3BONSAET
perynupoBaTb BPEMsI HAKOMNSEHMS ANEKTPUYECKOro 3apsiaa. OTa AeTarnb oTBevaeT 3a ANUTeNbHOCTb

BbIAEPXKKN U KONMYECTBO CBETa, NOoNaBLUEero Ha MaTpuuy nepea hhopMupoBaHuemM N3obparkeHus.
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Subnet mask / Macka noaceTtu — 6utoBasi Macka, onpegensoLlasi, kakast Yactb IP-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a kakasi — K agpecy camoro yana B 3Tol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutcs B cetn 192.168.0.0.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHuna nepegayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npegHasHayeHHbl ONs ynpaBneHus nepegaden
OaHHbIX B ceTdax u nogcetax TCP/IP. TCP — 310 TpaHCNOPTHLIM MeXaHu3M, NpenocTaBrsowmnm
MOTOK JaHHbIX C NPeABapUTENbHON YCTAHOBKOW COEAMHEHUS, 3a CHET TOro AatoLLmi YBEPEHHOCTb
B AOCTOBEPHOCTU MNOSlyYaeMmblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae

noTepun AaHHbIX U YCTPaHAET ,El,y6J'IVIpOBaHI/Ie npu nonyyvyeHnn aByx KOMWI O4HOro nakeTa.

UDP (User Datagram Protocol / poTokon gentarpaMmm nonb3oBartesisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMKM C OrpaHMYEHAMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHLLEN NPOTOKON
IP. MpoTtokon UDP sasnsetca anbTepHatnBon npotokony TCP. MNpeumywectso npotokona UDP
COCTOMT B TOM, YTO ANsi HEro HeobsidaTenbHa AOCTaBKka BCeX AaHHbIX U HEKOTOpPbIE NakeTbl MOryT
ObITb MNponyLleHbl, ecnn ceTb neperpyxeHa. 3To o0cobeHHO yaobHO npu nepegaye
BMAEOMaTepMarnoB B pPeXuMMe peanbHOro BPEeMEHW, MOCKOSbKY HEe WMEEeT CMbICna MOBTOPHO

nepedasaTh yCTapeBLUYO MHGOPMAaLIMIO, KOTOpas BCe paBHO He ByaeT oToGpaeHa.

UID (User identifier) — wugeHTndmkatop nonb3oBatens. [lpumenntenbHo k RFID

naeHTudukaummn UID moxeT 0603Ha4YaTb YHUKaNbHYIO YacTb KOfa KapTbl 4OCTyNa.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBIN cnocob 3anucy agpeca pecypca B ceTn MHTepHeT.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6paysepos, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meama-noTokoM Unm ApYrMMu JaHHbIMMU.

Wiegand / Burang — npoBOAHOM WHTEPMENC CBA3N MexXay YCTPOWCTBOM YTEHUSA
naeHTndmkaTopa n KOHTPOSNEPOM, LUMPOKO NPUMEHSIEMbIN B CUCTEMAX KOHTPONS U ynpaBneHns

poctynom (CKY[). NMpoTokon He nogpasymeBaeT obpaTHyo CBA3U U paboTaeT B OOHY CTOPOHY.

AnNroputMm cxaTusi BUOeo — 3TO MeToaMKa YMEHblUeHWs pasmepa daiina umdpoBon
BMOEO3anucu MocpeacTBOM  yaaneHust rpaduyeckmx SfeMEHTOB, He  BOCMPUHMMAEMbIX

4yerioBe4eCkmnM rmas3om.

Bepudmkauma — npouecc npoBepkn UNU MNOATBEPXKOAEHUS Kakmx-nnbo ycrnosum,

anropuTmMoB, NPOrpaMm v npoueayp NyTEM UX COMOCTaBIEHNSA C 3TANOHHLIMU LaHHbIMMN.

Bbl,qepxu(a — WHTEepBan BpeMeHWn, B Te4eHne KOTOpOoro ceeT BOSﬂ,eﬁCTByeT Ha Yy4acCToOK
CBETOYYBCTBUTENIBHOIO MaTtepuana unmn CBeTOHyBCTBMTeHbHOﬁ mMmaTpulbl ansa coobuieHns emy

onpeaenéHHon SKCno3munn.
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MaeHTudpmkauma — npoueaypa BbISIBNEHUS YHUKANbHbIX MPU3HAKOB OBbEKTa C Lenbio

BbISIBNEHWNS HAanNuuusi permctpaumm obbekta B cMCTEME MO ero naeHTudmkaTopy.

Kogek — B cnuctemax cBs3n kogek — 3To 06bl4HO kogep/aekoaep. Kogekm ncnonbayoTtes B
WHTErpMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpa3oBaHWsi aHanorosbiX BUMAEO- U
ayguocurHanoB B umdposon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuUHMMaeMble UMGPOBLIE CUrHanbl B aHanorosblin dpopmaTt. TepmuH «Kogek» Takke MOXeT
OTHOCUTBCA K KOMMNpeCccun/gekoMnpeccum, n B 3TOM criydae OH OOblMHO O3HA4YaeT anroputm unm

KOMMNbKOTEPHYIO NporpamMmy anda yMmeHblleHus obbema ¢)a|7|n0|3 1 nporpamMm.

Hopmaano 3aMKHYTble KOHTAaKTbl — TakKad KOHCTPYKUUA OaT4yUKa, KOTOpasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTAaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbIe (Hopmaano OTKprTbIe) KOHTAaKTbl — TakKadA KOHCTPYKUUA
AaTtyuKka, KoTopad B NAaCCUBHOM COCTOAHUUN MMeeT Pa3OMKHYTble KOHTaKTbl, a B aKTUBHOM —

3aMKHYTbIE.

Ownbka BTOpPOro poaa — B CUCTeEMax pacno3HaBaHUA NnLl, CUTyauua, Korga pe3ynbtaTtomMm
I/I,El,eHTVICbI/IKaLI,VIM ob0bekTa ABMNSeTCs NOXHoe OTkNoHeHue. Owmnodka BTOpPOro poga roBopuUt o ToMm,

YTO 3apPErMCTPUPOBAHHbI YenoBek Obin OLIMGOYHO OTBEPrHYT.

Owunbka nepBoro poaa — B CMUCTEMaXxX pacno3HaBaHWs NnL, CUTyauusi, Koraa pesynbTaToM
naeHTMdrKaumn obbekTa siBNseTcs noxHoe pacnosHaBaHue. Owmbka NnepBoro poga roBopuT O

TOM, YTO Yy>KOW YerioBek Obin oWMBOYHO NPUHAT 3a 3aperncTPMPOBAHHOIO.

Mukcenb — 3T0 0QHAa M3 MHOXECTBA TOYEK, COCTaBMALWMX LndpoBoe nsobpaxerue. Lipet

N UHTEHCUBHOCTb KaXX0ro nmkcensa coctaBndeT KpOoLEeYHYyto obnactb I/I306pa)KeHI/IFI.

MpoTtokon — cTaHgapT, oOnpedenaAlwWmMn noBegeHne QYHKUMOHAMNbHbIX OIIOKOB Mpu
nepegaye AaHHbIX. PopMann3oBaHHbIe NpaBuna, onpeaenstowme nocneaoBaTenbHOCTb U hopmat
CcoO00LeHN, KOTOpbIMM OBMEHNBAIOTCH CeTeBble KOMMOHEHTHI, Nexalne Ha OgHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspelueHne n3obpaxeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsieTca B Meranvkcensx unm otobpaxaeTcs B BUae ABYX BEMWUYMH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLMPpUHa TakkKe B JaHHOM Cry4dae UaMepdarTCA B NUKCENAX.

TepmuHan poctyna — 93TO 3MEKTPOHHOE YCTPOWCTBO, MNpefHasHayeHHoe Anis
OCYLLECTBMEHNSI KOHTPONS AOCTyna Ha Kakom-nmbo obbekT (kunon gom, oduc m gp.). Jlvuo,
xenawwee nonyuntb AOCTYN Ha OOBLEKT, OOMMKHO NPONTU MAEHTMdMKAUMIO MO onpedeSieHHbIM
npusHakam 4epe3 TepMuHan pJoctyna. YCTPOMCTBO MOHTMPYEeTCAa Ha Todkax npoxoga (Ha

TYPHUKETAX, OKOJ10 D,Bepeﬁ) N NoAaKNnK4aeTCa K 3JIEKTPOHHOMY 3aMKy UM KOHTPONEepy TOYKU
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npoxoga. NMoMmmo pyHKLUNIN KOHTPOMS AOCTyna yCTPOUCTBO MO3BOSMSIET BECTU BUAeoHabnogeHne

3a TEPPUTOPUEN C MOMOLLLIO BCTPOEHHOW BMAEOKaMepbl.
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